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1 Results in Brief
1.1 Executive Summary

The CSRIC VI Working Group 2 Report on a Comprehensive Re-imagining of Emergency
Alerting examines the various current and future methods for disseminating emergency alert
information to the public. The subject encompasses a wide range of emergency information
sources, many techniques of disseminating alerts through networks, a growing number of
presentation methods, and a disparate user population with different language needs and abilities
to perceive audio and visual media. The committee explores the common threads and makes
recommendations on moving forward.

Although the process of moving forward may involve technological advances under
development or nearing deployment, the committee also looked at one of the earliest of the
alerting technologies, the Emergency Alert System. Recommendations are made for continuing
to improve this system, which notably has some intentionally lower-complexity aspects to
further the FCC’s and FEMA’s responsibilities in providing Presidential communications and
continuity of government tasks.

The committee makes recommendations in the areas of improved geotargeting, multimedia,
increased resiliency, redundancy, and accessibility. It also recommends extending outreach to
encourage better integration of emergency warning systems to consumer electronics for
personal, home, and in-vehicle use.

2 Definitions

Activate: (verb) Describes the process of originating the transmission of the EAS header codes,
attention signal, emergency message and EOM code that also complies with the visual message
requirements of 47 C.F.R. § 79.2(a)(2).

Authority: (noun) Describes the source of responsibility and the right to activate or request activation
of an emergency alert on the relay network, utilizing the traditional or legacy EAS dissemination or the
Common Alerting Protocol. The source of authority for EAS and WEA resides with federal, state,
county and local emergency management and public safety officials as outlined in EAS plans and
WEA rules.

Alert: (verb) A communication on something that has a known potential to happen and poses a public
safety risk; an encompassing term that includes advisories, watches and warnings. The following
definitions for Statement, Advisory, Watch, and Warning are intended to be generic. For example,
NOAA'’s National Weather Service (NWS) has specific definitions for weather and hydrologic alerts
which use these terms®.

e Statement: A message containing follow up information to a warning, watch, or emergency.

e Advisory: A communication on something that is previously unexpected or unknown.

1 See the NWS glossary at http://weather.gov/glossary and
http://weather.gov/directives/010/010.php for details and policy on NWS use of these terms.
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e Watch: A communication on an imminent but not current emergency hazard or threat.

e Warning: A communication that encourages recipients to take immediate protective actions
appropriate to some emergency hazard or threat.

e For Wireless Emergency Alerts (WEA), FCC rules define the following classes of alerts:

Presidential: Alerts issued by the President

Imminent Threat: Alerts involving imminent threats to safety or life

Amber Alert: Urgent bulletin in the most serious child-abduction cases

Public Safety Message: An essential public safety advisory that prescribes one or more

actions likely to save lives and/or safeguard property

o O O O

Capability: (noun) An attribute describing the technical ability of an entity, possessing the equipment
to activate code and analog or CAP message, upon the request of an authorized entity, on the relay
network. This ability may reside with a government agency, a CAP vendor who provides this service
or a broadcast entity. This relationship structure is outlined in the EAS plan.

Closed Circuit Test: (noun) Tests that do not reach the public, but do allow for reception by EAS
participants for logging and evaluation.

Gatekeeper: (noun) The entity, as identified in the EAS plan, having ultimate authority to request
activation (e.g. state/local emergency management, state police and local public safety) and the
responsibility to ensure that the requested activations meet the standards of acceptability as to not
saturate the system with unwarranted activations.

Notification/General Information: (noun) A communication relaying general information not related
specifically to a public safety threat, such as general preparedness information

Originator: (noun) Refers to the authorized party who requests the activation of the legacy EAS, CAP
message, or WEA. It specifically refers to the ORG code outlined in 47 C.F.R. § 11.31.

Relay Network: (noun) Describes the links and paths from warning origination points to EAS
Participants for analog and CAP messages.

Response: (verb) A descriptive for the actions an emergency management asset brings to bear to
manage an emergency to a quick and successful outcome.

Translation: (verb) The act of turning into a different language.

Wireless Emergency Alert: (noun) WEA is a public safety system that allows customers who own
certain wireless phones and other enabled mobile devices to receive geographically-targeted, text-like
messages alerting them of imminent threats to safety in their area.

3 Introduction

Table 1 shows a “big picture” view of public alerts, and its various facets and contexts. An alert
is triggered by an event, which is then composed and disseminated using various dissemination
technologies (see Section 6). Once the alert is received by its intended target, it will then be
presented and potentially integrated with other relevant information.
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Furthermore, there are several contexts to each facet of an alert. These facets include the policy
and organizational aspect, the human factor, procedures, and technologies.

To understand and re-imagine emergency alerting, one must consider all the elements shown in
the figure, and the important role each plays to ensure that an emergency alert is received by its
intended target in a timely fashion.

The full analysis of all the elements in the table is a challenging task, which is beyond the scope
of this group. Fortunately, a number of other organizations are actively analyzing parts of these
facets and contexts. For the purpose of CSRIC VI WG2, we have focused our attention on the
last three columns of the table. But, it is important to point out that collaboration between the
various stake holders is critical to ensure that alerting system can fulfill its objectives end-to-
end.

Table 1 - A “big picture” view of public alerts

Facets > Alert Alert Composition Alert Dissemination Alert Presentation Alert Integration
Contexts: Triggering
Policy and . Responsibilities . Essential . Responsibilities . Consistent . Commitment to
Organization . Appropriate use elements of at all levels presentation integrated warning
Metrics of information . Access controls “style guides” . Education of officials
success . Style and on delivery . Planning at all levels
language systems

Reciprocity on
Cross-
jurisdictional

warning
Human . Originator . Training and . Training and . Usability studies . Originator training
Factors responsibility Exercise Exercise and standards . PIO and media
. Policy “top training

cover”

Procedures . Situational . Forms and . Testing . Consistent . Gap analysis
awareness Templates . Evaluation effectiveness . Comprehensive
Inter-entity info against metrics studies evacuation planning
sharing

Technologies . Common . Usability . Targetability . Individual media . Personalized
operating . Consistency . Reach and . Mass media contextualization of
picture in tools Coverage . Public spaces alerts against
Sensors and J Interface C Accessibility . Languages, AFN, location, maps, plans,
monitors standards . Adaptability “mass checklists, etc.
Reporting and personalization”
info sharing

The recommendations in this report exemplify four trends related to public alerting:

1. Technology advances are a catalyst for ongoing improvement to public alerting.
Electronic devices such as cell phones, cable boxes, and automotive infotainment
systems are ubiquitous and continue to advance in technological capability.

a. As alerting systems and alert-capable devices advance, they leverage alerting
standards to ensure interoperability across alerting modes and consistency in the
information delivered.

b. Receiving devices leverage their location awareness to enhance the life and
property saving potential of alerts. Processing of the alert on the device provides
geographically relevant and actionable information that directs the recipient to
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actionable behavior, e.g. to get out of harm’s way, take cover and hold on, etc.

c. Advancements in technology and social science are revisited on a regular basis to
assess the need for advancement in alerting capabilities. This work is performed
by government chartered advisory groups as well as industry and academic
bodies.

2. The Internet of Things (1oT) is an emerging enabler that may enhance the life and
property saving potential of alerts. 10T includes physical devices, vehicles, appliances
and other items embedded with electronics, software, sensors, actuators, and connectivity
which can enable these objects to connect and exchange data, which may be used to
enhance the life and property saving potential of alerts. Enabling 10T for alerting,
however, requires defining what capabilities of 10T can be leveraged for alerting, how
such capabilities are managed & orchestrated, and how the data is communicated to an
alerting authority/entity for validation and alert dissemination.

3. Advancements in social science are a catalyst for ongoing improvement to public
alerting.

a. Societal factors are a major driver of protective action-taking by the general

ublic.

b. gocial media facilitates a dynamic exchange of information among and between
the public and public safety officials, including crowd sourcing of emergency
information.

c. Advancements in social science are revisited on a regular basis to assess the need
for advancement in alerting capabilities. This work is performed by government
chartered advisory groups as well as industry and academic bodies.

4. Accessibility is inclusive of all alert recipients to ensure the greatest possible
understanding of alert information and to maximize any necessary protective
action-taking by the public. Traditional and emerging technologies should be
leveraged to enhance multimedia presentation of alert information, convey equivalent
information for people with disabilities, and provide alert information in multiple
languages.

3.1 CSRIC Structure

Table 2 - CSRIC VI Structure

COMMUNICATIONS SECURITY, RELIABILITY AND
INTEROPERABILITY COUNCIL VI

Work!n_g Group 1: Working Group 2: Working Group 3:
Transition Path to NG911 | Comprehensive Re- Network Reliability and
Security Risk Reduction
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imagining of Emergency
Chair: Mary Boyd, West Alerting Chair: Travis Russell, Oracle
Safety Services Chair: Farrokh Khatibi,
Qualcomm Technologies, FCC Liaisons: Steven

FCC Liaisons: Tim May and

Inc. McKinnon and Vern Mosley
John Healy

FCC Liaisons: Steven
Carpenter and Austin
Randazzo

3.2 Working Group 2 Team Members

Working Group 2 consists of the members listed in Table 3.

Table 3 - List of Working Group Members

Name Company

Farrokh Khatibi - Chair Qualcomm Technologies, Inc.

Brian Daly AT&T Access Architecture & Devices
Wireless Network Architecture & Design

Charlotte Field Charter Communications

Claude Stout TDI -Telecommunications for the Deaf and
Hard of Hearing

Dana Golub Public Broadcasting Service
Warning, Alert, Response Network project
“WARN”

Denis Gusty Department of Homeland Security

Edward Czarnecki* Monroe Electronics Inc.

Francisco Sanchez* Harris County Office of Homeland Security &
Emergency Management

Gary Smith* Cherry Creek Radio

Glenn Edwards Bayou City Broadcasting

Harold Price Sage Alerting Systems

Kelly Williams National Association of Broadcasters

Kevin Gage* One Media LLC.

Mark D. Annas City of Riverside - Office of Emergency
Management

Mark Paese National Oceanic and Atmospheric
Administration (NOAA)
U.S. Department of Commerce
National Environmental Satellite &
Information Service

Robert Gessner* American Cable Association

Roger Stone* Federal Emergency Management Agency
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DHS-FEMA
Susan Miller* Alliance for Telecom Industry Solutions
(ATIS)

William A. Check

NCTA — The Internet & Television Association

Harold Price Sage Alerting Systems
Kelly Williams National Association of Broadcasters
Kevin Gage* One Media LLC.

Mark D. Annas

City of Riverside - Office of Emergency
Management

Mark Paese

National Oceanic and Atmospheric
Administration (NOAA)

U.S. Department of Commerce
National Environmental Satellite &
Information Service

Robert Gessner*

American Cable Association

Roger Stone*

Federal Emergency Management Agency
DHS-FEMA

Susan Miller*

Alliance for Telecom Industry Solutions
(ATIS)

William A. Check

NCTA — The Internet & Television Association

Steven Carpenter

FCC

Austin Randazzo

FCC

* CSRIC Members

The Working Group members had an option to nominate an alternate to participate in the
discussions when they were unavailable. Although these alternates are not a member of the
Working Group and may not vote, they provided valuable input towards the completion of this
report that should be acknowledged. Working Group 2 alternate members are listed in Table 4.

Table 4 - List of Working Group Alternate Members

Name Company

Andy Scott

NCTA — The Internet & Television Association

Craig Saari

Charter Communications

Mark Lucero

Federal Emergency Management Agency
DHS-FEMA

Mary Lovejoy

American Cable Association

Mike Gerber

National Weather Service

Steve Barclay

Alliance for Telecom Industry Solutions
(ATIS)
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4  Objective, Scope, and Methodology

4.1 Objective

The objective of the CSRIC VI Working Group 2 is to conduct a comprehensive evaluation of
emergency alerting and emerging technologies (such as the ATSC 3.0 broadcast standard and
5G) that may result in new alerting capabilities. As part of this evaluation, the Working Group
developed recommendations for CSRIC’s consideration on ways to streamline, simplify (by
reducing burdens on licensees), and modernize existing systems, including the Emergency Alert
System (EAS).

This report is not intended to make any recommendation to adopt or advocate for any particular
technology.

4.2 Scope

The primary focus of this Report is to ensure the delivery of emergency alerts, and not on what
may have triggered the alert or how it was composed. As mentioned in the Introduction section,
the full analysis of all the end-to-end elements of the alerting system is beyond the scope of this
Working Group due to limitations of the study period.

4.3 Methodology

The methodology used by the Working Group is to analyze the existing emergency alert
dissemination techniques, as well as study various scenarios where emergency alert could save
lives. The Working Group then developed recommendations that could improve public safety by
ensuring that the relevant emergency information is made available in a timely fashion to the
targeted individuals in an affected area.

5 Background

This section provides some background on public alerting systems.

5.1 Public Alerting Systems

There are a wide range of public alerting systems. Some are governed and/or funded by Federal,
State, and Local governments as a public service. Others are fee for service, integrated with a
product offering, offered as a public service by a commercial entity (e.g., broadcasters,
newspapers, third party applications on smart devices, etc.), or otherwise provided as a free
service and have little or no rules governing their design and use. Some alerting systems use
traditional and “time tested” technologies, while others may leverage emerging technologies.

Alerting systems include, but are not limited to, the following.

. Emergency Alert System (EAS)

. Wireless Emergency Alerts (WEA)
. NOAA Weather Radio

. Television and radio broadcasts

. Electronic media including the web
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. Text message and email
. Mobile applications
. In-vehicle infotainment systems
. Social media
. Reverse calling
. Smart home devices
. Highway signage
. Public address systems
. Sirens

These warning systems provide varying degrees of content, consistency, richness in media,
delivery speed, geographic coverage, capability to geo-target, availability, system redundancy,
security, and system resiliency. During a disaster, one or more alert systems may be degraded or
unavailable making reliance on one or more of the other systems necessary. This report does not
specifically discuss all of the above alerting systems. However, where applicable, each of the
recommendations in this report should be applied.

As mentioned, some alerting systems are governed by FCC regulations and industry defined
standards (i.e., EAS and WEA), while others are not bound to any regulatory governance or
standards-based solutions (i.e., some third-party applications or fee for service applications,
etc.). If not carefully managed, this can lead to interoperability challenges, non-standard or non-
conforming public messaging, and the potential for the introduction (intentional or
unintentional) of security risks.

5.2 Need for Relevant Alerts

Alerting authorities desire that people in a threatened area initiate protective action as prescribed
by the alert. However, social science studies reveal that people do not often initiate protective
action in response to an alert. “Milling” prolongs the time between threat detection and
initiation of protective action. Alert recipients delay taking protective action and instead waste
time searching for more information- trying to decide what, if anything, to do?. Thus, the alert
recipient must be made to feel the alert is relevant and applies to them, and if the recipient seeks
out or is pointed to other sources of information, those sources must have that additional
information available when the alert recipient turns to that source.

5.3 Need to Reimagine Emergency Alerting

Emergency alerting in the United States dates back to the CONELRAD (Control of
Electromagnetic Radiation) system, a former method of emergency broadcasting in the event of
attack during the Cold War. It was intended to allow continuous broadcast of civil defense
information to the public using radio or TV stations, while rapidly switching the transmitter
stations to make the broadcasts unsuitable for Soviet bombers that might attempt to home in on
the signals (as was done during World War Il, when German radio stations, based in or near
cities, were used as beacons by pilots of bombers). After the development of intercontinental
ballistic missiles reduced the likelihood of a bomber attack, CONELRAD was replaced by the

2 Milling and Public Warnings by Wood, Mileti, Bean, Liu, Sutton, and Madden,
http://journals.sagepub.com/doi/pdf/10.1177/0013916517709561
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Emergency Broadcast System (EBS) on August 5, 1963, which was later replaced with the
Emergency Alert System (EAS) on January 1, 1997.

On September 30, 2011 the FCC required all broadcasters to monitor the IPAWS EAS Feed for
CAP-based delivery of EAS messages. This introduced several benefits over legacy EAS: CAP
delivery direct to each broadcaster improves the likelihood that the message will be received
versus the over-the-air daisy chain method. CAP delivery also supports pre-recorded audio files
which dramatically improve alert audio quality compared to over-the-air daisy chain and text-to-
speech audio. CAP delivery also gives local public safety agencies direct access to activate EAS
through their alerting software tools versus relying on individual relationships with local
broadcasters.

The overall value of EAS is waning and arguably provides a disservice to broadcasters and the
general public when over-alerting occurs and alert fatigue results. The wide area coverage of
EAS has been noted as a drawback for those seeking to geotarget a narrower or more specific
area. EAS broadcasts are made to the entire footprint of a television or radio transmitter with no
capability for the alert recipient to receive only those alerts relevant to them. Thus, EAS
broadcasts geotarget on a scale of hundreds of square miles even though many alerts are
intended for a county, sub-county, or even a block-level hazard. Additionally, the recent decline
in public consumption of broadcast radio and television for entertainment has translated into a
decrease in the reach and penetration of warning messages via EAS.

In 2007, the National Oceanic and Atmospheric Administration (NOAA) National Weather
Service (NWS) began defining the warning area for the most critical weather threats, such as
tornadoes and flash floods, by polygon. These polygons are often at the sub-county level and
sometimes even more localized to a specific community, streams and creeks, or coastal
locations. Alerts for wildfires, active shooter incidents, evacuations, and other civil emergencies
may also be highly localized.

The general public’s expectation for precise geo-targeting of alerts continues to increase. The
NWS often receives complaints from broadcasters about the frequency and length of interruption
during their broadcasts. However, the NWS is merely providing life and property saving
information intended for specific locations which are being rendered on televisions or broadcast
on radio across hundreds of square miles. Furthermore, EAS provides limited text and audio
information. EAS does not provide richer multimedia or other substantiating information which
social science studies suggest would improve public response to alerts.

Another shortcoming of EAS is the reliance on specific alert types (i.e. event codes). In doing
so, EAS places priority on the alert type rather than impact of the hazard. All hazards are not
equal. Hazards vary in time, space, nature, and overall impact. Similarly, alerts for hazards vary
in urgency, severity, certainty and the response needed to save lives and protect property.

In 2006, the U.S. Congress passed the Warning, Alert, and Response Network (WARN) Act,

which created the Commercial Mobile Alert System (CMAS), now known as Wireless

Emergency Alerts (WEA). WEA is a voluntary alerting network in the United States designed to

disseminate emergency alerts to mobile devices supported by Commercial Mobile Service

Providers (CMSPs), such as cell phones and pagers. The FCC’s Commercial Mobile Service

Alert Advisory Committee (CMSAAC) proposed the network structure, operational procedures,
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and technical requirements which ATIS and TIA developed into global industry standards, in
order, in part, to facilitate international roaming. WEA went live in April 2012, and the NWS
began delivering its Wireless Emergency Alerts on June 28, 2012.

WEA was designed to support the variety of networks and devices that could support WEA —
including 2G & 3G wireless networks (GSM, CDMA, UMTYS), 4G LTE, and paging networks.
WEA was designed to support a wide variety of mobile devices including alphanumeric pagers,
non-smartphones, and smartphones, without regard to the subscription level. Thus, in many
cases the lowest common denominator was chosen, which appear to be a limiting factor for
more advanced networks and devices. The goal was to provide WEA with a common look and
feel across networks and devices, without disenfranchising any group of users. Any future re-
imaging of emergency alerting must similarly account for legacy devices and networks.

The initial rules for WEA included an English language alert message that must not exceed 90
characters of alphanumeric text, with three classes of Alert Messages defined: Presidential Alert;
Imminent Threat Alert; and Child Abduction Emergency/ AMBER Alert. The Alert Message
includes five mandatory elements—Event Type; Area Affected; Recommended Action;
Expiration Time (with time zone); and Sending Agency, and cannot include a URL or telephone
number (to minimize potential congestion impacts to the network). WEA alert geotargeting rules
specified the transmission of a WEA Alert Message that is specified by a geocode, circle, or
polygon to an area not larger than the provider’s approximation of coverage for the Counties or
County Equivalents with which that geocode, circle, or polygon intersects.

Since the deployment of WEA in 2012, there has been extensive discussions on enhancements
beyond the rules stated above. These enhancements are based on operational feedback from alert
originators and emergency management on WEA effectiveness.

ATIS has also completed a feasibility study to evaluate techniques to distribute Early
Earthquake Warning (EEW) natifications to the general public through cell phones via the
cellular network. The purpose of this feasibility study was to evaluate the feasibility of the
commercial LTE cellular networks in supporting public earthquake notifications. An EEW
system has been conceptualized for the West Coast of the United States within existing
operational environments of three regional seismic networks in southern California (Southern
California Seismic Network, SCSN) and northern California (Northern California Seismic
System, NCSS). The Pacific Northwest (Pacific Northwest Seismic Network, PNSN) and other
Advanced National Seismic System (ANSS) areas in North America (e.g., the New Madrid,
Seismic Zone, etc.) are beyond the scope of this study. The study took into consideration the
basic EEW System service model consisting of components that are used, or planned to be used,
in EEW systems around the world.

6 Alert Dissemination Techniques

Each of the technologies below have its own strength and weaknesses. Furthermore, they are in
various points in their deployment and deployment cycle.

6.1 Advanced Television Systems Committee (ATSC 3.0)
The ATSC 3.0 (aka “Next Gen TV”) standard holds the potential to not only vastly improve the
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broadcast television viewing experience and expand programming opportunities, but also
enhance emergency communications capabilities and create new operational capabilities for
broadcast stations. Advanced Emergency Alerting is one such capability that could be of
relevance to broadcasters, their audiences, and emergency managers.

Enhanced emergency information distribution is one of the major enhanced capabilities and
potential benefits of Next-Gen TV. ATSC 3.0 can support emergency information distribution in
three distinct potential services:
e EAS support, through onscreen and aural transmission of emergency alerts
e Advanced emergency information services, via ATSC 3.0 “Advanced Emergency Alerting”
(AEA)
e CAP relay, through ATSC 3.0’s native IP transport capability

Transmission of conventional EAS messages can be supported under ATSC 3.0.

Advanced emergency information services in ATSC 3.0 AEA can support a broader range of
information than the current EAS in place, beyond “emergency alerting”—providing a powerful
tool to provide targeted emergency information of any type to TV audiences. This is an
informational service capable of conveying a broad range of urgent information bulletins and
updates to targeted audiences.

Support of IP-based CAP relay may provide a very robust and secure manner of transporting
Federal, state and local CAP alerts from station to station.
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Figure 1 - Potential ATSC 3.0 Emergency Information Services
ATSC 3.0 Support for EAS

For conventional EAS, the EAS audio would likely remain as an embedded textual display in
the video, and part of the main audio Track as defined in the ATSC A/342 standard. A/342 also
provides for alternative audio Tracks (e.g., assistive audio services, other language dialog,
special commentary, music and effects) with the main audio Track or other audio Tracks. In this
sense, visual and aural display of EAS by ATSC 3.0 stations would remain substantially similar
to current methods of receiving, processing and displaying EAS.

ATSC 3.0 Support for “Emergency Information”
For non-EAS emergency information displayed by the broadcaster, ATSC A/331 specifies the
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signaling of audio (speech) that provides an aural representation of emergency information
provided by broadcasters in on-screen text display. Further, for “Accessible Emergency
Information”, the ATSC 3.0 audio system supports the inclusion and signaling of audio
(speech).

ATSC 3.0 Support for “Advanced Emergency Alerting” Services

ATSC 3.0 AEA is one of numerous services supported in this IP-based broadcast system. ATSC
3.0 AEA is an open, non-proprietary specification and incorporated in the ATSC A/331
standard, with support for other ATSC 3.0 standards. The ATSC 3.0 AEA service includes an
XML-based messaging format intended for flexible communications of any manner of urgent
information to the consumer receiver. In the most extreme circumstances, this service can also
activate the bootstrap “wake-up” capability for enabled ATSC 3.0 receivers.

ATSC 3.0 AEA supports a broad range of urgent and emergency information. ATSC 3.0 AEA
differs from the current emergency alert system in a number of key areas. ATSC 3.0 AEA can
provide the ability to target audiences with emergency information about a school lockdown,
school district closures, traffic emergencies or other local disturbances— exactly the type of
local urgent information that audiences can use, but is also the kind of information that is NOT
part of an EAS message.

ATSC 3.0 AEA can also serve to repurpose a less-critical EAS message to an ATSC 3.0 AEA
bulletin, which in turn may serve to motivate the transmission of greater amounts of urgent
information, via this alternative channel. An EAS event can be intrusive because it would
interrupt audio programming and impose a crawl on screen. An ATSC 3.0 AEA message can be
less intrusive to the viewer, because it does not interrupt programming, and allows the viewer to
choose what information they want to see. Furthermore, ATSC 3.0 AEA messages can support
much narrower geotargeting of emergency information, supplemented with graphics, video, and
a station’s live stream of coverage of an event.

ATSC 3.0 AEA emergency information capability provides the potential for a range of
capabilities offered by television broadcasters to fixed, mobile and portable consumer devices
that support these features, including:

e Audience targeting, ranging from the general public to non-public restricted messaging to
specific groups (such as first responders or other organizations).

o Flexible alert messaging capability, sufficient to handle virtually any form of emergency
information, ranging from all hazards public alerting to narrowly targeted urgent messaging
for a smaller defined audience, and even to specific messaging for first responder functions.

e Location targeting that will allow compatible receivers to monitor alerts that can be
addressed to specific geocodes, polygons or circles, essentially meaning that an alert can be
targeted as widely as the entire broadcast area, or as narrowly as receivers in a very specific
set of coordinates.

e Multimedia capabilities, allowing ATSC 3.0-enabled receivers to receive and display
graphics, photos, maps, video, and other assets as part of the emergency information.

e Alert update and cancellation features;

o Alert priority settings;

e Wake-up signaling, to awaken compatible receivers when in standby or sleep mode, and
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e Multilingual support, providing the prospect for broadcast viewers to select their language of
choice for receiving emergency information.

The alerting capability in Next-Gen TV is intended to provide enhanced next-gen emergency
information capabilities for TV stations to reach the public.

The ATSC 3.0 Standards for AEA

ATSC 3.0 AEA is in fact drawn from features across the ATSC 3.0 suite of standards. Key
components supporting ATSC 3.0 AEA are found within A/321 System Discovery and
Signaling; A/324 Scheduler/Studio to Transmitter Link; A/331 Signaling, Delivery,
Synchronization and Error Protection; A/336 Content Recovery in Redistribution Scenarios;
A/338 Companion Devices; A/342 Audio; and A/344 Application Runtime Environment. Two
of the key standards for ATSC 3.0 AEA are:

o A/321 (System Discovery and Signaling), which describes the ATSC 3.0 bootstrap, which is the
initial discovery and entry point in the ATSC 3.0 waveform. The bootstrap is the most robust
part of the transmission signal, containing 3 symbols each with 8 bits. In the bootstrap is a
“wakeup” field which—if enabled—would rouse the ATSC 3.0 television receiver from standby
or sleep mode if an urgent emergency message is accompanied by a “wakeup” request.

e A/331 (Signaling, Delivery, Synchronization and Error Protection), which defines the service
signaling and IP delivery of a wide range of services and content, including electronic service
guides, app-based services, linear audio-video services, and AEA. A specialized emergency
messaging approach was needed for ATSC 3.0, tailored for this broadcast environment but also
flexible enough to tackle a broad range of messaging requirements, including international,
multilingual and multimedia capabilities.

The ATSC 3.0 AEA message format that is included in the ATSC A/331 standard is an XML-
based format for ATSC 3.0 urgent message transmission. These XML-based messages are
contained within an Advanced Emergency Alert Table (AEAT), which is one instance of low-
level service info defined in A/331. The AEAT can contain one or more AEA messages.

The AEA capability in ATSC 3.0 will support a broad range of urgent information to the public
— far beyond the scope and abilities of today’s EAS—for emergency information to the public,
as well as restricted messages to closed groups (which could conceivably include first
responders). The AEA capability native to ATSC 3.0 supports a wide range of multimedia
content, including cached or live media, multiple languages, and features useful for app
developers on mobile, portable and fixed ATSC 3.0 receivers.

For TV broadcasters, the next-generation ATSC 3.0 standard will allow station-driven
emergency information to be integrated into a broad range of services, offering viewers the
potential for tailored emergency information over a portfolio of products (TV, web, mobile,
etc.).

Contrasting EAS & ATSC 3.0 AEA

Our presumption is that conventional EAS (via FSK based audio relay) and CAP will remain a
key element in the national alert and warning strategy. As such, ATSC 3.0 will support both
EAS and ATSC 3.0 AEA capabilities. In the U.S., we presume that FCC regulations requiring
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stations to carry the Emergency Action Notification (EAN), National Periodic Test (NPT) and
Required Monthly Test (RMT) alerts will require that TV stations continue to present an on-
screen banner crawl for visual display of EAS messages, and that the EAS audio would likely
remain part of the main audio track as defined in A/342.

However, ATSC 3.0 AEA may provide a means to encourage TV stations to provide more
emergency alerts in a way that will be more attractive and usable for both the station and its
audience. Some EAS messages, for example, that TV stations typically would not air could be
provided as a less intrusive AEA message. A severe thunderstorm warning, for example, is
something that is not typically aired by TV stations as EAS, but could be presented as an AEA
message—and the user can decide whether or not they want to access the information.

EAS and AEA may evolve into a complementary relationship, where the conventional EAS alert
could be accompanied by an AEA from the station, with more instructions, maps, graphics and
information that the conventional EAS just cannot support.

ATSC 3.0 Support for CAP/EAS Relay

ATSC 3.0 transforms TV broadcasting to serve essentially as a wireless broadband data pipe.
Broadcast TV stations may desire to voluntarily provide a data service to forward IPAWS CAP
messages as a means of supplementing conventional Internet-based dissemination of CAP alerts.
Today’s ATSC 1.0 signal transmission can broadcast both digital television signals and other
non-television digital data. As seen in a variety of projects fielded in the U.S. — including the
FEMA IPAWS DEAS pilot (2004-2010) and the Ohio OEAS CAP datacast relay service (2017-
present), this digital data can include CAP XML alerts, and multimedia files. These ATSC 1.0
initiatives highlighted the role of a secure, robust, redundant transport path for CAP alerts that
can be voluntarily provided by interested TV broadcasters.

ATSC 3.0 expands upon this capability for interested broadcast stations, by potentially allowing
them to create prioritized data services sent via ROUTE (Real-time Object delivery over
Unidirectional Transport). A potential data service may be to relay CAP alerts and multimedia
resources from TV station-to-TV station (essentially creating digital mesh), and TV station to
other EAS Participant (extending the digital data broadcast network).

The Next Practical Steps

An ecosystem has already emerged to bring ATSC 3.0 AEA capabilities to reality. The ATSC
Implementation Team provides a venue for industry discussions of issues related to
implementation of AEA, including operational and technical requirements for the successful
inclusion and implementation of emergency alerting as part of the rollout of ATSC 3.0.

Some broadcast manufacturers have moved forward in implementing and integrating ATSC 3.0
capabilities in their product sets for broadcast television stations. Over-the-air testing of ATSC
3.0 transmission with emergency alerting has been conducted since 2016. This next-generation
emergency information capability is a voluntary initiative of broadcasters and equipment
manufacturers that is separate from (although potentially complementary) to EAS. As
complementary functions, we expect that EAS will continue to provide its essential functions for
national and local public alert and warning, while ATSC 3.0 next-generation alerting and
capabilities will provide a value-added function from television broadcasters.

Importantly, for the television broadcast community, the migration to ATSC 3.0 emergency
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alerting capabilities can leverage many of the assets that most TV broadcasters already have in
place in their facilities. Because this portion of the television broadcast industry already has
certain specific EAS equipment in place that can be upgraded for ATSC 3.0 support, the
migration path for these stations may become even easier.

6.2 Common Alerting Protocol (CAP)

The Common Alerting Protocol (CAP) is a digital data structure, commonly expressed in
eXtensible Markup Language (XML), for exchanging public warnings and emergencies between
alerting technologies. CAP allows a warning message to be consistently disseminated
simultaneously over many warning systems to many applications. CAP increases warning
effectiveness and simplifies the task of activating a warning for responsible officials.

Standardized alerts can be received from many sources and configure their applications to
process and respond to the alerts as desired. Alerts from the Department of Homeland Security,
the Department of the Interior's United States Geological Survey, and the United States
Department of Commerce's National Oceanic and Atmospheric Administration(NOAA), and
state and local government agencies can all be received in the same format by the same
application. That application can, for example, sound different alarms, based on the information
received.

By normalizing alert data across threats, jurisdictions, and warning systems, CAP also can be
used to detect trends and patterns in warning activity, such as trends that might indicate an
undetected hazard or hostile act. From a procedural perspective, CAP reinforces a research-
based template for effective warning message content and structure.

The CAP data structure is backward-compatible with existing alert formats including the
Specific Area Message Encoding (SAME) used in NOAA Weather Radio and the broadcast
Emergency Alert System as well as new technology such as the Wireless Emergency Alerts
(WEA), while adding capabilities such as the following:

o Flexible geographic targeting by using latitude/longitude “boxes” and other geospatial
representations in three dimensions

e Multilingual and multi-audience messaging

e Phased and delayed effective times and expirations

e Enhanced message update and cancellation features

o Template support for framing complete and effective warning messages

¢ Digital encryption and signature capability

e Facility for digital images, audio, and video.

Background

The US National Science and Technology Council (NSTC) November 2000 report on "Effective
Disaster Warnings" recommended that "standard method should be developed to collect and
relay instantaneously and automatically all types of hazard warnings and reports locally,
regionally and nationally for input into a wide variety of dissemination systems."

In 2001, an international independent group of over 120 emergency managers began specifying
and prototyping the Common Alerting Protocol data structure based on the recommendations of
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the NSTC report. The project was embraced by the non-profit Partnership for Public Warning
and a number of international warning system vendors. A series of field trials and long-term
demonstration projects during 2002-03 led to the submission of a draft CAP specification to the
OASIS standards process for formalization.

The CAP 1.0 specification was adopted by the Organization for the Advancement of Structured
Information Standards (OASIS) in April 2004. Based on experience with CAP 1.0, the OASIS
Emergency Management Technical Committee adopted an updated CAP 1.1 specification in
October 2005. At a meeting in Geneva in October 2006 the CAP 1.1 specification was taken
under consideration by the International Telecommunications Union for adoption as an ITU
recommendation. CAP was subsequently adopted as Recommendation x.1303.

The current CAP specification version is 1.2. For particular environments and applications, the
CAP standard is sometimes supplemented by various “CAP profiles,” which specify particular
strictures on CAP usage within the scope of the general specification. Profiles are frequently
adopted to ensure back-compatibility with previously existing “legacy” alerting systems. The
Australian Government Standard for Common Alerting Protocol is an example of a CAP profile.

Global Adoption

In 2007, the International Telecommunication Union, Telecommunication Standardization
Sector (ITU-T) adopted the Common Alerting Protocol as Recommendation X.1303. The
recommendation annex contains an authoritative ASN.1 module translation of the CAP XML
schema that may be useful for some implementations. Rec. X.1303 is within the remit of ITU T
Study Group 17 (Security), Rapporteur Group on Cybersecurity (Q.4/17) for purposes of further
evolution of the standard.

The Australian Government Standard for Common Alerting Protocol (CAP-AU-STD, 2012) was
developed by a CAP-AU-STD stakeholder group comprising federal agencies Emergency
Management Australia, the Bureau of Meteorology, GeoScience Australia, Department of
Agriculture, Fisheries and Forestry and the Department of Health as well as a number of State
Government authorities and emergency services agencies. The project was co-ordinated by the
Australian Government Attorney-General's Department (Australian Emergency Management)
In Canada, a working group composed of public alerting practitioners and government agencies
has developed a CAP Canadian Profile (CAP-CP) based on CAP but specialized to address the
needs of Canadian public alerting stakeholders, such as bilingualism, geocoding for Canada,
managed lists of locations and events, etc. The Canadian government has adopted CAP-CP for
its National Public Alerting System (NPAS) project. The CAP CP working group, along with
stakeholders and projects such as the Canadian Public Safety Operations Organization (CanOps)
and Netalerts' Sarnia Lambton trial, are now working with and refining CAP CP for national
application in Canada.

CAP has been implemented for a small-scale, grassroots hazard information system in Sri Lanka
following the 2004 Indian Ocean Tsunami. This implementation was part of the "HazInfo
Project", funded by Canada's International Developm