CSRIC VII Working Group Descriptions 

[bookmark: _Hlk13517191]Working Group 1: Alert Originator Standard Operating Procedures
Chair:  Craig Fugate, America’s Public Television Stations (APTS)
FCC Liaison: James Wiley
[bookmark: _Hlk6388389]Description:  Standard Operating Procedures (SOPs) for communications between stakeholders are essential tools for both communications service providers and alert originators.  Complete and well-developed SOPs that incorporate all stakeholders in the alert dissemination process enable faster and more effective responses during emergencies when every second may count.  
The FCC directs CSRIC VII to recommend model emergency alerting communications SOPs that emphasize engagement with all entities that contribute to the dissemination of fast and reliable emergency information to the public.  The model SOPs should include recommendations on: best practices for (1) establishing and maintaining communications between industry stakeholders (e.g., broadcasters, cable providers, wireless providers), government partners, and alert originators; (2) developing and maintaining relationships between communications providers and alert originators that can readily leveraged during emergencies; (3) establishing redundant and effective lines of communication with key stakeholders during emergencies, including Government Emergency Telecommunications Service (GETS) and the Wireless Priority Service (WPS); and (4) the important elements that should be included in alert messages that retract or correct false alerts.  
Milestones:

1. Report on Standard Operating Procedures for Emergency Alerting Communications – September 2020

ADDITIONAL WG1 ASSIGNMENT:
FCC Liaison: David Munson
Description:  Under certain conditions, the public receives duplicate National Weather Service (NWS) alerts issued over the Emergency Alert System (EAS).  Duplicate alerts occur due to technical differences in the processes for generating, distributing and broadcasting of alerts between the NWS systems and EAS.  EAS devices are required to reject “duplicate” alerts when operating in automated mode, which is the typical mode of operation.[footnoteRef:2]  Some NWS alerts generated for a single weather event, however, can be received by broadcast stations and other entities that transmit EAS alerts to the public from multiple sources with variations (primarily with respect to the geographic areas to which the alert applies) that appear to EAS devices as discrete alerts rather than duplicate alerts covering the same weather event.    [2:  EAS devices identify duplicate alerts by comparing the EAS header code information – which specifies the alert event type, alert originator, affected geographic areas and other information – against alerts previously received.  If an alert contains identical EAS header code information when compared to a prior alert, the EAS device will reject that subsequent alert as a duplicate.
] 


The FCC tasks CSRIC VII to recommend the overall best solution(s) to resolve the duplicate NWS alert issue.  CSRIC VII should comprehensively consider all aspects of the duplicate NWS alert issue, taking into consideration all relevant stakeholders’ concerns (including alert originators, EAS participants, NWS, FEMA, as well as EAS equipment manufacturers and the public, the recipients of such alerts), and recommend the solution(s) that is the most effective, balancing the costs and benefits, for the majority of stakeholders.  As part of this process, CSRIC VII should involve all stakeholders in the alert initiation and transmission process in order to research and assess possible solutions, including the method proposed by CSRIC III.  

Milestones:
2. Report on Recommendation to Resolve the Duplicate NWS Alert Issue – March 2021

[bookmark: _Hlk8729167][bookmark: _Hlk13517227]Working Group 2: Managing Security Risk in the Transition to 5G
Chair:  Lee Thibaudeau, Nsight
FCC Liaison: Kurian Jacob
[bookmark: _Hlk8306624]Description: As Fifth Generation (5G) wireless technology is widely deployed by wireless service providers in the United States and around the world, its evolutionary design will incorporate a number of existing standards from previous generations.  This approach risks the persistence in 5G of security issues that exist in currently deployed networks.  For example, researchers have identified several vulnerabilities in the attach, detach, and paging procedures of earlier generation wireless technology that may negatively affect the confidentiality, integrity, and availability of wireless networks and continued challenges in avoiding fake base stations in 5G networks.[footnoteRef:3]   [3:  See, e.g., Syed Rafiul Hussain et. al., LTEInspector:  A Systematic Approach for Adversarial Testing of 4G LTE (2018),  https://wp.internetsociety.org/ndss/wp-content/uploads/sites/25/2018/02/ndss2018_02A-3_Hussain_paper.pdf; Roger Piqueras Jover, LTE security, protocol exploits and location tracking experimentation with low-cost software radio (2016), https://arxiv.org/pdf/1607.05171.pdf; Marc Lichtman et. al., LTE/LTE-A Jamming, Spoofing and Sniffing:  Threat Assessment and Mitigation, IEEE Comm. Magazine (April 19, 2016), https://ieeexplore.ieee.org/document/7452266.  ] 

[bookmark: _Hlk7012374]The FCC directs CSRIC VII to review risks to 5G wireless technologies that may carry over from existing vulnerabilities in earlier wireless technologies that can lead to the loss of confidentiality, integrity, and availability of wireless network devices.  CSRIC VII will recommend best practices to mitigate the risks for each vulnerability it identifies and address recently proposed solutions by security researchers.[footnoteRef:4]  Additionally, the FCC directs CSRIC VII to recommend any updates, if appropriate, to the 3GPP SA3 (security working group) standards, including digital certificates and pre-provisioned Certificate Authorities, to mitigate these risks and then place the vulnerabilities on a scale that accounts for both risk level and remediation expense.  Finally, the FCC directs CSRIC VII to identify optional features in 3GPP standards that can diminish the effectiveness of 5G security, and recommendations to address these gaps. [4:  See, e.g., Syed Rafiul Hussain et al., Insecure Connection Bootstrapping in Cellular Networks: The Root of All Evil, ACM WiSec 2019 (2019), https://wisec19.fiu.edu/accepted-papers.] 

Milestones:
1. Report on Risks to 5G From Legacy Vulnerabilities and Best Practices for Mitigation – June 2020
2. [bookmark: _Hlk6832658]Report on Recommended Updates to 3GPP Standards and Comparison of Risk and Remediation Expenses for 5G Vulnerabilities (this report will include identifying optional features in 3GPP standards that can diminish the effectiveness of 5G security and recommendations to address these gaps).  – December 2020
[bookmark: _Hlk4485395]
[bookmark: _Hlk8729120][bookmark: _Hlk6482647][bookmark: _Hlk13517245]Working Group 3: Managing Security Risk in Emerging 5G Implementations
Chair:  Farrokh Khatibi, Qualcomm
FCC Liaison: Steven Carpenter
Description:  3GPP Release 16, a set of standards which address core elements of the 5G architecture, will be finalized in the March 2020 timeframe.  The potential risks introduced into core 5G network elements by weaknesses in the relevant 3GPP standards must be understood so that appropriate mitigation can be undertaken.  
The FCC directs CSRIC VII to evaluate the 3GPP Releases 15 and 16 standards, identify areas of risk, and develop risk mitigation strategies to minimize risk in core 5G network elements and architectures.  Further, the FCC directs CSRIC VII to identify optional features in proposed or work-in-progress 5G standards that can diminish their effectiveness.   
Milestones:
1. Report on Risks Introduced by Releases in 15 and 16 5G Standards – September 2020
2. Recommendations to Mitigate Risks Introduced by Releases in 15 and 16 Standards.  This report will also include identifying optional features in proposed 3GPP standards that can diminish the effectiveness of 5G security, and recommendations to address these gaps. – March 2021

[bookmark: _Hlk13517273]Working Group 4: 911 Security Vulnerabilities during the IP Transition 
Chair:  Mary Boyd, West Safety Services
FCC Liaison: Rasoul Safavian
Description: The transition from legacy to IP-based networks, may result in hybrid system settings that commingle legacy and IP network elements.  While in this hybrid state, the 911 systems operate at higher risk.  For example, these systems may encounter challenges in ensuring interoperability with respect to 911 calls and related data.  In addition, security functions (like data encryption) to protect data traversing through the IP-based networks do not function or are unavailable as the data travels through legacy network elements.  
The FCC directs CSRIC VII to survey the current state of interoperability for the nation's 9-1-1 systems, including for legacy 911 networks, transitional 911 networks, and Next Generation 911 (NG911).[footnoteRef:5]  The FCC further directs CSRIC VII to identify security risks in legacy 911 networks, transitional 911 networks, and NG911 networks and recommend best practices to mitigate risks in these three areas.  In addition, CSRIC VII will place the vulnerabilities on a scale that accounts for both risk level and remediation expense.  [5:  For purposes of this Working Group, “interoperability” describes the capability of a Public Safety Answering Point (PSAP) to process and share 911 requests for emergency assistance and related data with other PSAPs and with emergency response providers, regardless of jurisdiction, equipment, device, software, service provider, or other relevant factors, and without the need for proprietary interfaces.] 

Milestones:
1. Report on the Current State of Interoperability in the Nation’s 911 Systems – March 2020
2. Report on Security Risks and Best Practices for Mitigation in 911 in Legacy, Transitional, and NG911 Implementations – September 2020
3. Report Measuring Risk Magnitude and Remediation Costs in 911 and NG911 Networks – March 2021

[bookmark: _Hlk13517295]Working Group 5: Improving Broadcast Resiliency 
[bookmark: _Hlk6584640]Chair:  Pat Roberts, Florida Association of Broadcasters (FAB)
FCC Liaison:  Robert “Beau” Finley
Description:   When broadcasters suffer considerable damage to their towers and transmission capabilities during major storms, their ability to serve their communities as first informers is threatened.  The FCC directs CSRIC VII to update current best practices for how broadcasters should prepare for natural disasters and develop additional ones that, if implemented, would improve the resilience of broadcast infrastructure and allow for more rapid recovery.  
[bookmark: _Hlk6584880]Milestones:
1. Report on Best Practices for Broadcast Resiliency During Major Storms and Disasters – March 2020
[bookmark: _Hlk5873436]
Working Group 6:  SIP Security Vulnerabilities
Chair: Danny McPherson, Verisign
FCC Liaison: Ahmed Lahjouji
[bookmark: _Hlk13517316]Description:  Session Initiation Protocol (SIP) is an application-layer control (signaling) protocol for creating, modifying, and terminating sessions with one or more participants.[footnoteRef:6]  These sessions include Internet telephone calls, multimedia distribution, and multimedia conferences.  Because SIP is used to initiate voice sessions, it is also important for 911 service.  The FCC directs CSRIC VII to review the security vulnerabilities affecting SIP that affect the provision of communications service.  CSRIC VII should outline how industry is addressing these vulnerabilities, identify any gaps in industry action, update any existing best practices relevant to SIP, and develop additional ones that, if implemented, would address such vulnerabilities and mitigate their associated risks, including the promotion of end-to-end-security. [6:  See J. Rosenberg, et al., SIP: Session Initiation Protocol (2002), https://www.ietf.org/rfc/rfc3261.txt.] 

Milestones:
1. Report on SIP Security Challenges and their Mitigation – March 2021
2

