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[bookmark: _Toc65068203]Results in Brief
[bookmark: _Toc32230481][bookmark: _Toc255915817][bookmark: _Toc65068204]Executive Summary
5G is the fifth-generation mobile network that delivers higher multi-Gbps peak data speeds, ultra-low latency, more reliability, massive network capacity, increased availability, and a more uniform user experience to more users. Higher performance and improved efficiency empower new user experiences and connects new industries (often referred to as “verticals”); Examples of which include connected vehicles, smart cities, industrial automation, eHealth, Internet of Things (IoT), and many others.

The Federal Communications Commission (FCC) tasked CSRIC VII, via Working Group 3 (WG3), to identify optional security features in proposed or work-in-progress 5G standards that, without implementation, can diminish their effectiveness.
 
In developing 5G specifications the 3GPP group has addressed many of the security and privacy threats found in 4G LTE. This Report examines the optional security features of 5G New Radio (NR) and the new 5G Core network (5GC), with a primary focus on what is commonly referred to as the Standalone (SA) architecture. 

[bookmark: _Hlk45880226]The report focuses on the optional security features for networks deployed in the United States; however, there could be scenarios where the network of a U.S. carrier interfaces with a foreign network carrier that may not deploy the same optional security features (e.g., roaming). Carriers should be able to draw upon their experience in 4G LTE in handling these scenarios.

The report begins with a high-level background and related security activities in 3GPP. Next, an analysis of key optional security features of 5G is performed including a comparison of 3GPP Releases 15 and 16. Finally, the report concludes with several recommendations on how to mitigate potential 5G security threats, as well as proposed future work. 

[bookmark: _Toc255915818][bookmark: _Toc32230482][bookmark: _Toc65068205]Introduction
5G wireless and network technology is enabling a new wave of innovation that will impact many aspects of people’s lives from connected vehicles to healthcare and internet of things. To meet this need, not only is it critical that 5G networks are highly capable and reliable, it is essential that they are highly secure, ensuring the confidentiality and integrity of their intended use.

CSRIC VII [Ref 7] examined the 5G NR and 5G 5GC defined by 3GPP, and provided a summary of the new architecture, features, and capabilities of the systems defined by 3GPP in a report.  That report explored the security features defined as part of this new specification and analyzed the threats these features were designed to address.  Additionally, as the new 5G systems are expected to be deployed using so called “cloud like” capabilities, that earlier report also identified many Information Technology (IT) security developments that may enhance the deployments of any 5G network and particular those that incorporate “cloud like” infrastructure. 

One aspect not addressed in that earlier report was regarding the flexible and optional security services defined by 3GPP.  As 3GPP is a global specification development organization, many of the features and functions described have a degree of flexibility or optionality defined to accommodate many different regional requirements, and to accommodate the different regulatory authorities where these technologies may be used.  In this report the security features of 3GPP Release 15 and 16 are analyzed further to examine any flexible or optional capabilities, to identify any common operational best practices for these capabilities and where necessary identify any areas of potential regulation. The primary focus of this report is 3GPP Release 16.
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CSRIC VII was established at the direction of the Chairman of the FCC in accordance with the provisions of the Federal Advisory Committee Act, 5 U.S.C. App. 2.  The purpose of CSRIC VII is to provide recommendations to the FCC regarding ways the FCC can strive for security, reliability, and interoperability of communications systems.  CSRIC VII’s recommendations will focus on a range of public safety and homeland security-related communications matters.  The FCC created informal subcommittees under CSRIC VII, known as Working Groups (WG), to address specific tasks.  These working groups must report their activities and recommendations to the Council as a whole, and the Council may only report these recommendations, as modified or ratified, as a whole, to the Chairman of the FCC.  
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[bookmark: _Toc65068209]Objective, Scope, and Methodology
[bookmark: _Toc255915820][bookmark: _Toc32230487][bookmark: _Toc65068210]Objective
The FCC directed CSRIC VII  to review risks to 5G wireless technologies that can lead to the loss of confidentiality, integrity, and availability of wireless network devices.  CSRIC VII will recommend best practices to mitigate the risks for each vulnerability it identifies and address recently proposed solutions by security researchers.

Additionally, the FCC directed CSRIC VII to recommend any updates, if appropriate, to the 3GPP SA3 (security working group) standards, including digital certificates and pre-provisioned Certificate Authorities, to mitigate these risks and then place the vulnerabilities on a scale that accounts for both risk level and remediation expense.

Finally, the FCC directed CSRIC VII to identify optional features in 3GPP standards that can impact the effectiveness of 5G security and make recommendations to address these gaps.

To ensure comprehensive analysis of the above requirements two approaches have been taken by CSRIC VII. The first report [Ref 7] took a top-down approach, looking first at risks, then progressing to enhancements and options in 3GPP specifications. This report takes a bottoms-up approach first looking at feature optionality and from there identifying any recommendations to address perceived risks to the standalone architecture.
[bookmark: _Toc55822956][bookmark: _Toc55822957][bookmark: _Toc55822958][bookmark: _Toc55822959][bookmark: _Toc55822960][bookmark: _Toc55822961][bookmark: _Toc55822962][bookmark: _Toc55822963][bookmark: _Toc55822964][bookmark: _Toc55822965][bookmark: _Toc55822966][bookmark: _Toc55822967][bookmark: _Toc55822968][bookmark: _Toc55822969][bookmark: _Toc55822970][bookmark: _Toc255915821][bookmark: _Toc32230488][bookmark: _Ref61265514][bookmark: _Toc65068211]Scope
The scope of this report is to identify optional security features in 3GPP standards that, if not implemented, can diminish the effectiveness of 5G security, and make recommendations to address these gaps. The analysis and assessment are based upon industry best practices and standards including the National Institute of Standards and Technology (NIST) and International Organization for Standardization (ISO) Standards.

The optional security features analyzed in this report are mainly from 3GPP TS 33.501 [Ref 3] which is the primary security standard for Standalone 5G.  A few other optional security features defined in other 3GPP specifications are also covered in this report.

Due to the time allotted for this report and the scale of the full 5G specifications a comprehensive review was not possible.  Optional security feature categories not covered include:

1. Security of capabilities still being developed in 3GPP such as interworking between 5G SA and 4G networks, and
2. Existing optional security capabilities which were brought forward to 5G from 4G and earlier such as Network Domain Security and IP Multimedia Subsystem (IMS) Security.

Within the set of optional security features analyzed in this report, only those with options to deploy or not deploy were considered.  Optional security features where the feature is mandatory to deploy with a choice between several defined approaches were not analyzed in this report.

Although CSRIC VII reviewed the security of all architectural options identified in 3GPP specifications, the primary focus is the options with the 5G Core (5GC), especially the Standalone architecture of option 2 (see Figure 4.1) and 3GPP TS 33.501 [Ref 3]. Note that, options 4 and 7 have also been discussed in 3GPP, but option 2 is the primary architecture that will be used by U.S. carriers. 
[image: ]Out of Scope
CSRIC VII WG3
CSRIC VII WG2

[bookmark: _Ref29130003][bookmark: _Toc65068240]Figure 4.1 - Scope of WG3 (Option 2)
[bookmark: _Toc255915822][bookmark: _Toc32230489][bookmark: _Toc65068212]Methodology
[bookmark: _Toc255915824]CSRIC VII was asked to examine the security risks associated with 5G, as well as the optional security features in 3GPP specifications, that result from both infrastructure and device capabilities that may introduce incremental security risk. The 3GPP, as well as several other standards organizations, continue work on 5G standards. 
The methodology used in this Report is based on NIST SP 800-39[footnoteRef:9] as shown in Figure 4.2. In order to frame the 5G security risks, risk context must be framed, the corresponding risks must be assessed, risk response recommendations must be identified, and ongoing monitoring must be performed. [9:  https://csrc.nist.gov/publications/detail/sp/800-39/final] 



[bookmark: _Ref29127315][image: ]
[bookmark: _Ref36541902][bookmark: _Toc65068241]Figure 4.2 - NIST SP 800-39 Managing Information Security Risk, Risk Management Process

[bookmark: _Toc255915830][bookmark: _Toc32230490][bookmark: _Toc65068213]Background and Related Security Activities
The 3GPP standards process is an ongoing effort that will continue to release updates for adoption. This specification defines the security architecture (i.e., the security features and the security mechanisms for the 5G system and the 5G core) and the security procedures performed within the 5G system including the 5G core and the 5G NR. The main features are defined in 3GPP TS 33.501 [Ref 3].  

This section provides some background and related security activities. Additional material is available in CSRIC VII WG3 Report [Ref 7].

[bookmark: _Toc32230492][bookmark: _Toc65068214]3GPP General Architecture
The 5G Core Network (5GC) evolution from the 4G Core architecture is shown in Figure 5.1. The evolution shows the migration from the traditional 4G point-to-point configuration to an architecture that is based on functional interconnections through a “common bus” approach that permits functional elements to communicate based on service definition. The architecture is called a Service Based Architecture (SBA), where key differentiators include:

· Service Based Architecture (SBA)
· Direct and Indirect communication and delegated discovery through Service Communication Proxy. 
· Introduction of Network Functions (NF) Set and NF Service sets – For 5GC the control plane functionality and common data repositories of a 5G network are delivered by way of a set of interconnected Network Functions, each with authorization to access each other’s services or sets of services.
· Selection and reselection within NF Set – The 5GC employs a centralized discovery selection framework that leverages a Network Repository Function (NRF). The NRF maintains a record of available NF instances and their supported services. It allows other NF instances to subscribe and be notified of registrations from NF instances of a given type. The NRF supports service discovery, by receipt of Discovery Requests from NF instances and details which NF instances support specific services.
· Convert IMS interfaces to utilize SBA – The 5GC provides the mechanism to convert today’s IP Multi-Media Sub-system (IMS) to use of a Services Based Architecture (SBA) that provides flexibility and scale in service delivery as well as support for new capabilities such as Network Slicing.

· Network Slicing - Network slicing is a fundamental new capability of 5GC that provides flexibility when deploying diverse network services and applications. A logical end-to-end network slice has pre-determined service capabilities, traffic characteristics and service level agreements and includes the virtualized resources required to service the needs of a group of subscribers, including a dedicated User Plane Function (UPF), Session Management Function (SMF) and Policy Control Function (PCF). Key capabilities include:
· Slice specific authentication and authorization
· Improvements in slice interworking with Evolved Packet Core (EPC)

· Control Plane/User Plane (CP/UP) Split- 5G standards require the separation of the Control and User Planes (traffic paths within the 5G architecture) within the network. The separation is driven by the notion that user-plane and control plane functionalities are quite different given the performance characteristics of exchanging signaling messages between network control functions and the needs of a transport network that carries user/application traffic.

· [bookmark: _Hlk62817286]Integration of cloud/edge computing – The integration of cloud and edge computing is another new fundamental capability in 5G. The architecture no longer relies on centralized, cloud-based computing, and instead utilizes cloud capabilities at the edge of the network to deliver real-time performance and reduced latency.

· Flow based Quality of Service (QoS) – QoS in 5G is flow based, rather than bearer based as in 4G. Packets are classified and marked using QoS Flow Identifier (QFI). The 5G QoS flows are mapped in the RAN to Data Radio Bearers (DRBs) unlike 4G LTE where mapping is one-to-one between EPC bearers and LTE radio bearers.

[image: ]
[bookmark: _Ref31011351][bookmark: _Toc65068242]Figure 5.1 - 5G Core Network Evolution


Figure 5.2 illustrates a few of the options considered in 3GPP. 

[image: ]
[bookmark: _Ref24960164][bookmark: _Toc65068243]Figure 5.2 – A Few of the Core Network Options Considered in 3GPP
As described in Figure 5.2, in previous networks, network appliances connect to one another using point-to-point interfaces. In voice services, there are specific network functions that are used for every voice call. Likewise, in data sessions there are specific network appliances that support every data session. Point to point connections and specific network appliances proves problematic for Internet of Things (IoT), where support of millions or even billions of devices trying to send simple data sets to an application do not need all of the functionality provided in traditional networks. This is one of the drivers to moving to SBA.

SBA has been around for some time, and many Web applications use SBA to deliver services. This concept has been adopted by the 3GPP and used in 5G where network functions are delivered as services, as needed. 

The 5G voice architecture is IP based and uses the IP Multimedia Subsystem (IMS) in the same way 4G LTE IP voice uses the IMS. A fallback capability exists when the IMS is not available or critical capabilities are not available on NR/5GC. In this case these IP voice calls may use NR or LTE via the 4G EPC to access the IMS. Security capabilities when using LTE and the 4G EPC will still have the same limitations as defined in 3GPP TS 33.401 and documented in previous CSRIC reports.

Examples of critical capabilities that may not be available upon initial 5GC deployments are those required for support of priority services, whether civil 9-1-1 or Government Emergency Telecommunications and Wireless Priority Services (GETS/WPS). These services will migrate to the 5GC when these critical capabilities are developed and deployed. 

[bookmark: _Toc65068215][bookmark: _Toc32230493]Overview of 3GPP Security Architecture

The 3GPP security architecture from 3GPP TS 33.501 [Ref 3] is shown in Figure 5.3 below.

Rather than depicting each functional element of the network and the interfaces between these elements as depicted in Figure 5.1, this security architecture describes several security domains where elements supporting related functions are grouped into a security domain. The 3GPP security approach applies common security requirements apropos to the purpose of the security domain as well as applies security approaches targeting the domain's security risks.



[bookmark: _Ref35234981][bookmark: _Toc65068244]Figure 5.3 - The 3GPP 5G Security Architecture SOURCE: 3GPP
ME: Mobile Equipment
SN: Serving Network (separate from the Home Environment in the case of roaming)
HE: Home Environment
USIM: Universal Subscriber Identity Module
AN: Access Network

Network access security (I): the set of security features that:
1. enables user's mobile equipment to authenticate the network and access services via the network securely, including the 3GPP access and non-3GPP access. In particular, to protect against attacks on the (radio) interfaces.
1. enables the network to authenticate the user (via the USIM) and mobile equipment accessing the network.
1. provides security context delivery from the serving network to user equipment for the access security.


Network domain security (II): the set of security features that enable network nodes to securely exchange signaling data and user plane data.

User domain security (III): the set of security features that secure the user access to mobile equipment.

Application domain security (IV): the set of security features that enable applications in the user domain and in the provider domain to exchange messages securely.

SBA domain security (V): the set of security features that enables network functions of the SBA architecture to securely communicate within the serving network domain and with other network domains (for roaming). This includes the network element registration, discovery, authorization security aspects, and the protection for the service-based interfaces.
Visibility and configurability of security (VI): the set of features that enable the user to be informed whether a security feature is in operation or not.
[bookmark: _Toc65068216][bookmark: _Toc400006724][bookmark: _Toc397686540][bookmark: _Toc397686380][bookmark: _Toc397670549][bookmark: _Toc32230497][bookmark: _Ref31008756]5G Security Feature Enhancements
[bookmark: _Toc65068217]Increased Home Control
Home control is used for authentication of the device location when the device is roaming. It allows the home network to verify the device is actually in the serving network when the home network receives a request from a visited network. 

[bookmark: _Hlk65161437]This was added to address the vulnerabilities found in 3G and 4G networks where networks could be spoofed and send false signaling messages to the home network in an effort to request the International Mobile Subscriber Identity (IMSI) and location of a device. This information could then be used to intercept voice calls and text messages.
[bookmark: _Toc400006725][bookmark: _Toc397686541][bookmark: _Toc397686381][bookmark: _Toc397670550][bookmark: _Toc32230498][bookmark: _Toc65068218]Unified Authentication Framework
In 5G networks, authentication will be access agnostic. The same authentication methods are used for both 3GPP and non-3GPP access networks (5G radio access and Wi-Fi access, for example).

[bookmark: _Hlk62898470]Native support of Extensible Authentication Protocol (EAP) is key. This allows for new plug-in authentication methods to be added in the future without impacting the serving networks. 
[bookmark: _Toc65068219][bookmark: _Toc400006726][bookmark: _Toc397686542][bookmark: _Toc397686382][bookmark: _Toc397670551][bookmark: _Toc32230499]Security Edge Protection Proxy (SEPP)
To protect messages that are sent over the N32 interface (between two 5G networks), the SEPP is defined as the entity sitting at the perimeter of the 5G network. The SEPP:
· Receives all service layer messages from the network function and protects them before sending them out of the network on the N32 interface and 
· Receives all messages on the N32 interface and forwards them to the appropriate network function after verifying security, where present.

The SEPP implements application layer security for all the information exchanged between two network functions across two different Public Land Mobile Networks (PLMNs).
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[bookmark: _Toc65068245]Figure 5.4 - The role of the SEPP in the security architecture. SOURCE: 3GPP
Protection for the Hypertext Transfer Protocol (HTTP) message payload, sensitive information contained in the HTTP message header, and the Request Uniform Resource Identifier (URI) is provided by the SEPP. However, not all information in the payload gets the same level of protection. Some information may require end-to-end encryption, while other information may only require integrity protection end-to-end, while still allowing modification of the message by intermediary Internetwork Packet Exchange (IPX) providers. 
The SEPP provides confidentiality of sensitive information as it is passed between two networks. This prevents intermediary networks (such as IPX) from being able to see this sensitive information (such as authentication vectors). 

If there are parameters in the data that need modification by the IPX (such as parameters modified by mediation for interoperability), both networks must agree on what changes can be made and those changes must be integrity protected. When modifications are made by an IPX, the receiving network verifies the changes. The SEPP can detect any unauthorized message modifications received by an IPX.

The SEPP also provides traditional gateway functions, such as topology hiding, protection from malformed packets, protection against signaling storms, and validation of the message source. 

In Release 16 the principle of Inter-PLMN Security for User Plane traffic in roaming scenarios has begun to be addressed by 3GPP – The role of the UPF is expanded to include protection for the N9 traffic between two roaming PLMNs.  As is already defined in 5G architecture, the UPF can be segmented according to function, role, or deployment scenarios – thus this new functionality can be implemented either in a combined node with other UPF functionality, or in a dedicated inter-PLMN UPF at the edge of the network.
[bookmark: _Toc65068220]Security Anchor Function (SEAF) and Authentication Framework
5G introduces the concept of an anchor key, with the new function of the SEAF. The SEAF is co-located with the Access and Mobility Management Function (AMF) as per Release 15 of the 5G network specifications. The SEAF allows for the re-authentication of the device when it moves between different access networks, or even in serving networks without having to run the full authentication method (e.g., Authentication and Key Agreement (AKA) authentication). This reduces the signaling load on the home network during various mobility services.
[bookmark: _Toc400006727][bookmark: _Toc397686543][bookmark: _Toc397686383][bookmark: _Toc397670552][bookmark: _Toc32230500][bookmark: _Toc65068221]Serving Network Authentication
Binding authentication keys to a serving network prevents network spoofing. The serving network thereby authenticates itself to the user equipment. The serving network authentication is used for selected access technologies (e.g., 5G networks and Wi-Fi access). 
[bookmark: _Toc400006728][bookmark: _Toc397686544][bookmark: _Toc397686384][bookmark: _Toc397670553][bookmark: _Toc32230501][bookmark: _Toc65068222]Mitigation of Bidding Down Attacks
5G includes requirements that prevent an attacker from attempting a bidding down attack that makes the user equipment and the network entities believe that the other side does not support a security feature, even when both sides in fact support that security feature. 
This prevents fake base stations from forcing devices with earlier access technologies (e.g., 2G, 3G) to avoid more advanced security features developed in later releases. 
[bookmark: _Toc400006729][bookmark: _Toc397686545][bookmark: _Toc397686385][bookmark: _Toc397670554][bookmark: _Toc32230502][bookmark: _Ref48034340][bookmark: _Toc65068223]Subscriber Identifier Privacy
Each subscriber in the 5G system is assigned a globally unique Subscriber Permanent Identifier (SUPI). The SUPI is provisioned in the Unified Data Management (UDM)/User Data Repository (UDR) and is only used within the 5G network. The SUPI incorporates the IMSI as part of its value, allowing the IMSI to be extracted and used when interworking with 3G/4G networks. The SUPI also incorporates the Mobile Country Code (MCC)/Mobile Network Code (MNC) for identifying the home network when used in 5G.

The SUPI replaces the IMSI used in previous networks, but the SUPI is never disclosed over the air in the clear when a mobile device is establishing a connection, prior to authentication.

To avoid disclosing the SUPI, a Subscription Concealed Identifier (SUCI) is used until the device and network are authenticated. Only then is the SUPI disclosed by the home network to the serving network but never sent in the clear over the air. The MCC/MNC portion of the SUPI is not protected, allowing other networks to quickly determine the home network in the SUPI. 
[bookmark: _Toc65068224]User Equipment (UE) Configured Radio Restriction
3GPP SA1 developed requirements in 3GPP TS 22.011 [Ref 2] for the UE to be able to enable and disable (restrict) usage of the radio technologies available on the UE. 

This UE feature allows the user or home network to configure the available radio technologies which can be used by the UE. The radio technologies on which all UE operation can be restricted is: 4G/LTE, GSM/EDGE, WCDMA, or 5G NR. The configuration settings persist between power cycles and reboots. 

When a radio technology is restricted and if a prioritized service (such as emergency services, Multimedia Priority Service (MPS), or mission critical services) is needed, and no other networks are available on the usable radio technologies, the prioritized service can override the radio technology restrictions. 

3GPP has not begun the stage 2 and 3 development needed for implementation of this capability.  As this work is not scheduled as of the publication of this report, the earliest possible completion is Release 17.
[bookmark: _Toc65068225]5G Capabilities that are Mandatory to Implement but Optional to Deploy
In this section we compare the optional security features of 5G in Releases 15 and 16. Table 4 lists categories of enhanced security features and compares requirements in terms of mandatory/optional use across Release 15 and 16.  Table 4 uses the terms “mandatory” and “optional” according to their use in 3GPP. “Mandatory” means that a device, node, or function shall support the feature, however 3GPP makes no requirement that the feature or function be used (i.e., deployed) to allow for individual networks to accommodate local requirements and regulations.  Furthermore, the use of these terms in Table 4 does not imply any recommendation by CSRIC VII, all such recommendations are contained in section 6.2 of this report.

[bookmark: _Hlk65161394]Regarding mandatory table entries, it is worth noting that across several categories (including  NAS signaling integrity protection and Radio Resource Control (RRC) signaling integrity protection), FCC regulations require completion of emergency (9-1-1) calls from unauthenticated devices. Thus, unlike other traffic, unauthenticated emergency calls use a null algorithm and cannot establish a security context.

[bookmark: _Ref58939366][bookmark: _Toc65068251]Table 4 - 3GPP Enhanced Security Features
	Security Category
	5G in R-15 (3GPP TS 33.501)
	5G in R-16 (3GPP TS 33.501)

	NASI signaling confidentiality
	Optional
	Same

	NAS signaling integrity
	Mandatory
	Same

	User plane confidentiality
	Optional
	Same

	User plane integrity
	Optional
	Same [footnoteRef:10] [10:  Section 5.2.3: “The UE shall support integrity protection of user data at any data rate, up to and including, the highest data rate supported by the UE.”] 


	RRCii signaling confidentiality
	Optional
	Same

	RRC signaling integrity
	Mandatory
	Same

	SUPI/IMSI privacy
	SUPIIII encryption is optional (has exceptions)
	Same

	Primary Subscriber Authentication (5G AKA / EAP-AKA')
	Has optional features
	Same

	Network slice specific authentication and authorization function (NSSAAF)[footnoteRef:11] [footnoteRef:12] [footnoteRef:13] [11:  Section 5.13: The Network slice specific authentication and authorization function (NSSAAF) shall handle the Network Slice Specific Authentication requests from the serving AMF.
The NSSAAF is responsible to send the NSSAA requests to the appropriate AAA-S. 
The NSSAAF shall support AAA-S triggered Network Slice-Specific Re-authentication and Re-authorization and Slice-Specific Authorization Revocation and translate any AAA protocol into a Service Based format.
NSSAAF shall translate the Service based messages from the serving AMF to AAA protocols towards AAA-P/AAA-S.]  [12:  Section 14.4: Services provided by NSSAAF; Network Slice-Specific Re-authentication and Re-authorization procedure; AAA Server triggered Slice-Specific Authorization Revocation]  [13:  Section 16.2: Authorization for network slice access: An authorized S-NSSAI (i.e. allowed S-NSSAI) shall be granted to a UE only after the UE has completed successfully primary authentication. At the end of the primary authentication, the AMF and UE may receive a list of allowed S-NSSAI, which the UE is authorized to access. 
For certain S-NSSAIs, additional Network Slice Specific Authentication and Authorization (NSSAA) is required.] 

	Does not exist
	Optional [footnoteRef:14] [14:  Section 16.3: Network slice specific authentication: This clause specifies the optional-to-use Network slice-specific authentication and authorization between a UE and a AAA server (AAA-S) which may be owned by an external 3rd party enterprise. Network slice-specific authentication and authorization uses a User ID and credentials, different from the 3GPP subscription credentials (e.g., SUPI and credentials used for PLMN access) and takes place after the primary authentication.
The EAP framework specified in RFC 3748 shall be used for Network slice-specific authentication and authorization between the UE and the AAA server. See section 6.1.8.1 for more detail.] 


	[bookmark: _Ref55823745]Certificates – gNB enrollment[footnoteRef:15] [15:  Include Authentication] 

	Optional IV
	Same

	Certificates – IPSec 10
	Mandatory (with some optional implementation mechanisms V)
	Same

	Certificates – TLS 10
	Mandatory (with some optional implementation mechanisms VI)
	Same

	Network security – IPSec
	Optional
	Same

	Core network security – TLS
	Optional
	Same

	[bookmark: _Ref57451030]Security for SBI interfaces[footnoteRef:16]: TLS protection for direct connection between NF and SEPP [16:  Service Based Interfaces (SBI); 13.1.1 TLS protection between NF and SEPP; 13.1.2 Protection between SEPPs. 13.3.1 Authentication and authorization between network functions and the NRF; 13.3.2 Authentication and authorization between network functions;13.3.8 Client credentials assertion and authentication] 

	Mandatory
	[bookmark: _Ref58247909][bookmark: _Ref58853264]Mandatory [footnoteRef:17] [footnoteRef:18] [17:  Optional approaches for deployment]  [18:  Section 13.1.1.0: NOTE: Whether the SEPP and NFs within the SEPP’s PLMN use telescopic FQDN or the custom HTTP header is based on PLMN operator’s policy.] 


	Security for SBI interfaces 11: Protection between SEPPs
	Mandatory
	Mandatory 12

	Security for SBI interfaces 11: Authentication and authorization between network functions and the NRF
	Mandatory
	Mandatory 12

	Security for SBI interfaces 11: Authentication and authorization between network functions
	Does not exist
	Mandatory 12 [footnoteRef:19] [19:  Section 13.3.2.3: When an NF receives message from other unauthenticated NF, the NF shall support error handling, and may send back an error message.] 


	[bookmark: _Ref61265175]Security for SBI interfaces [footnoteRef:20]: Authentication between SEPP and SCP [20:  Service Based Interfaces (SBI); ;13.3.5 Authentication between SEPP and SCP; 13.3.6 Authentication and authorization between SCP and network functions; 13.3.7 Authentication and authorization between SCPs] 

	Does not exist
	Mandatory 12

	Security for SBI interfaces 11 15: Authentication and authorization between SCP and network functions
	Does not exist
	Mandatory 12

	Security for SBI interfaces 11 15: Authentication and authorization between SCPs
	Does not exist
	Mandatory 12

	Security for SBI interfaces 11: Client credentials assertion and authentication
	Does not exist
	Optional 

	Security for non-SBA interfaces internal to the 5GC and between PLMNs[footnoteRef:21] [21:  Section 9.9: Non-SBA interfaces internal to the 5G Core such as N4 and N9 can be used to transport signalling data as well as privacy sensitive material, such as user and subscription data, or other parameters, such as security keys. Therefore, these interfaces shall be confidentiality, integrity, and replay protected.
Roaming interfaces between PLMNs except for N32, shall be confidentiality, integrity, and replay protected. Protection for the N32 interface is specified in clauses 13.1 and 13.2.
For the protection of the above mentioned internal and roaming interfaces except N32, NDS/IP shall be used as specified, unless security is provided by other means, e.g. physical security. A SEG may be used to terminate the NDS/IP IPsec tunnels.] 

	Mandatory with optional implementation mechanism[footnoteRef:22] [22:  Section 9.9 A SEG may be used to terminate the NDS/IP IPsec tunnels.] 

	Same

	Roaming Security – Security Edge Protection Proxy (SEPP)
	Mandatory
	Same

	Roaming Security – Inter PLMN Encryption (inter-PLMN UP security (IPUPS[footnoteRef:23]) [23:  Section 5.9.3.4, The IPUPS shall only forward GTP-U packets that contain an F-TEID that belongs to an active PDU session and discard all others. The IPUPS shall discard malformed GTP-U messages] 

	Does not exist
	Mandatory 12

	Key size
	256 bits allowed
	Same

	[bookmark: _Ref57445532]IAB security[footnoteRef:24] [24:  Section 9.8.2. The security mechanisms for the F1 interface connecting the IAB-node to the IAB-donor-CU are detailed in clause M.3.3 of this document. NOTE 4: The support of DTLS for F1-C, between the IAB-node (gNB-DU) and the IAB-donor-CU, is optional for the IAB-node and the IAB-donor-CU.] 

	Does not exist
	Optional 19

	[bookmark: _Ref57448952]Residential Gateway security [footnoteRef:25] [25:  Section 5.12: Requirements on 5G-RG: The 5G-RG shall be equipped with UICC where the subscription credentials resides. If provisioned by the home operator, the 5G-RG shall store the Home Network Public Key required for concealing the SUPI in the UICC.
The 5G-RG shall support all the security requirements and features of the UE defined in clause 5.2 (includes User data and signalling data confidentiality; User data and signalling data integrity, and Subscriber privacy). See top 8 security categories of this table.] 

	Does not exist
	Mandatory 12 for RG to implement clause 5.2 but clause 5.2 has Optional features 20

	Standalone NPN [footnoteRef:26] [footnoteRef:27] [26:  Section 6.1.1: NOTE A: For standalone non-public networks when an authentication method other than 5G AKA or EAP-AKA' is used, Annex I.2 applies. NOTE 5: For non-public network (NPN) security the Annex I of the present document provides details.
Section 6.1.1.4.1: The SN Id identifies the serving PLMN and, except for standalone non-public networks, is defined as SNN-network-identifier in TS 24.501. NOTE 1: For standalone non-public networks, the definition of SN Id is given in Annex I.3
Section 6.2.1: NOTE 1: The key hierarchy for standalone non-public networks when an authentication method other than 5G AKA or EAP-AKA' is used is given in Annex I.2.3.]  [27:  I.3: Serving network name for standalone non-public networks] 

	Does not exist
	Mandatory for standalone NPN

	[bookmark: _Ref57446671]Security for the interface between Wireline W-5GAN and 5GC[footnoteRef:28] [28:  9.10 Security mechanisms for the interface between W-5GAN and 5GC. The security of the N2 interface between the W-5GAN and the AMF is as defined in clause 9.2 of the present document.
The security of the N3 interface between the W-5GAN and the UPF is as defined in clause 9.3 of the present document. 
On the W-AGF side a SEG may be used to terminate the IPsec tunnels. Add 7B: Security for wireline access to the 5G core network
] 

	Does not exist
	Mandatory 12 23



Note 1: In this document, AS is the same as RRC + User Plane.

I: NAS: non access stratum = control plane between UE and the core network
II: RRC: radio resource control = control plane between UE and the base station 
III: SUPI: subscription permanent identifier
The following are the exception scenarios when the subscription concealed identifier (SUCI) can use null scheme.
· The UE is requesting emergency services
· The home network does not have a public key
· The UE is configured by the home network to use the null scheme
· The ME (rather than the USIM) is configured to compute SUCI and there is no prioritized list of protection schemes on the USIM
IV: In TS33.501, it has the following: “The certificate enrolment mechanism specified in TS 33.310 (Network Domain Security [NDS]; Authentication Framework [AF]) for base station should be supported for gNBs. The decision on whether to use the enrolment mechanism is left to operators.”
V: In 3GPP TS 33.501 [Ref 3], it has the following: “In order to protect the N2 reference point[footnoteRef:29], it is required to implement IPsec ESP and IKEv2 certificates-based authentication as specified in sub-clause 9.1.2 of the present document. IPsec is mandatory to implement on the gNB and the ng-eNB. On the core network side, a security gateway (SEG) may be used to terminate the IPsec tunnel.” And “In order to protect the traffic on the N3 reference point[footnoteRef:30], it is required to implement IPsec ESP and IKEv2 certificate-based authentication as specified in sub-clause 9.1.2 of the present document with confidentiality, integrity and replay protection. IPsec is mandatory to implement on the gNB and the ng-eNB. On the core network side, a SEG may be used to terminate the IPsec tunnel.” [29:  N2 interface is between gNB and AMF.]  [30:  N3 interface is between gNB and UPF.] 

VI: In 3GPP TS 33.501 [Ref 3], it has the following [footnoteRef:31]: “Subscriber certificates that are used with EAP-TLS typically include static validity times. A certificate revocation list (CRL) as specified in RFC 5280 and online certificate status protocol (OCSP) as specified in RFC 6960 are means for the issuing certificate authority (CA) to revoke the certificates before their scheduled expiration date. In 5G security architecture, the UDM/ARPF is responsible for such subscriber status information. EAP-TLS peers and servers may also support Certificate Status Requests (OCSP stapling) as specified in RFC6066 which allows peers to request the server's copy of the current status of certificates.” [31:  Under “Annex B (informative): Using additional EAP methods for primary authentication” and “B.2.2 Revocation of subscriber certificates”. It is provided as an example on how the 5G authentication framework for primary authentication can be applied to EAP methods other than  EAP-AKA' The additional EAP methods are only intended for private networks or with IoT devices in isolated deployment scenarios, i.e. roaming is not considered, as specified in TS 22.261. When the 5G system is deployed in private networks, the SUPI and SUCI should be encoded using the NAI format as specified in TS 23.501.] 


In addition to the security requirements for 5G contained in 3GPP TS 33.501 [Ref 3], 3GPP has defined several Security Assurance Specifications (SCAS) for various network functions of the 5G system. These SCAS define the security tests to be performed by independent security test labs as part of the GSMA Network Equipment Security Assurance Scheme (NESAS)[footnoteRef:32]. In Release 15 and 16 the SCAS documents cover the following 3GPP 5G network functions: [32:  More information about GSMA's NESAS program can be found at https://www.gsma.com/security/network-equipment-security-assurance-scheme/] 


· 3GPP TS 33.511: Next Generation Node B (gNB)
· 3GPP TS 33.512: Access and mobility management function (AMF)
· 3GPP TS 33.513: User plane function (UPF)
· 3GPP TS 33.514: Unified data management (UDM) network product
· 3GPP TS 33.515: Session management function (SMF) network product
· 3GPP TS 33.516: Authentication server function (AUSF) network product
· 3GPP TS 33.517: Security edge protection proxy (SEPP) network product
· 3GPP TS 33.518: Network repository function (NRF) network product
· 3GPP TS 33.519: Network exposure function (NEF) network class
Also note there are ongoing studies and work in 3GPP Release 17 to further define and expand on the SCAS.
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[bookmark: _Toc65068228]User plane confidentiality
Confidentiality protection for the user plane (UP) is applied at the packet data convergence protocol (PDCP) layer, and no layers below PDCP are confidentiality protected. Confidentiality protection for non-access stratum (NAS) is provided by the NAS protocol. User data sent via the user data repository (UDR) may be confidentiality protected.
[bookmark: _Toc65068229]User plane integrity
4G LTE supports integrity protection of over the air control plane (signaling) traffic exchanged between the UE and the RAN but not the user plane traffic. 5G requires mandatory support of integrity protection of the user plane traffic. This feature mitigates a sophisticated man-in-the middle attacker from tampering with (or modifying) any sensitive over the air user plane data that is not protected (e.g., unprotected DNS messages).

Although the user plane integrity protection at the full data rate of UE was supported in Release 15, it was dependent on the capability of the UE (e.g., whether it has the necessary hardware capability). The Release 15 UEs were required to support integrity protection only at the rate of 64kbps.

In Release 16, all UEs are mandated to support the user plane integrity protection at the full data rate. 

[bookmark: _Toc65068230]Authentication
Primary Authentication (Subscription Authentication)
Primary authentication enables mutual authentication of the UE / subscription with the home network. 3GPP TS 33.501 specifies that a UE and the relevant network functions (e.g., AMF, AUSF) support both 5G authentication and key agreement (AKA) as well as the improved extensible authentication protocol method (EAP-AKA’) procedures. The 5G AKA unlike the 4G Evolved Packet System (EPS) AKA enables mutual authentication between the UE and the home network which is comparable to the EAP-AKA’ procedure. An operator shall select either one of the authentication procedures for subscription authentication of the UE.

After the completion of the primary authentication, a 5G security context is established between the UE and the network. The 5G security context consists of the Access Stratum (AS) security context and a Non-Access Stratum (NAS) security context. Implicit authentication occurs between the UE and the AUSF, AMF and the gNB, wherein control plane messages are authenticated by means of key possession.

Optionally, additional secondary or slice-specific authentications may be utilized after a successful primary authentication based on operator or enterprise customer service needs. The use of an authentication, authorization, accounting (AAA) server for this additional authentication provides support for slice access control dedicated to specific services or enterprises. An enterprise can integrate this secondary slice access control into its existing AAA used for internal network access control.

Authentication between Network Components
All communications between OA&M systems that are used for configuring the various network components including RAN and Core functions shall be authenticated and protected so that un-authorized modification of settings and software configurations via local or remote access can be mitigated. Mechanisms for this authentication/protection are described in 3GPP TS 33.310 [Ref 4].
Authentication between 5G Core components
3GPP TS 33.501 provides the ability for core Network Functions (NF) that communicate with one another using Service-Based Interfaces (SBI) to be mutually authenticated. NF-NF communications may be performed by direct or indirect means (via SCP). In the case of direct communications and where service-based interfaces are used the NFs mutually authenticate each other using X.509v3 certificates. The communications are protected for integrity, replay and confidentiality protection using mutual TLS 1.2 or TLS 1.3. Mutual authentication between the NFs as specified in 3GPP TS 33.310 [Ref 4] can be carried out using X.509v3 certificates that have been issued by a certificate authority and performs the role of trust anchor to all the NFs within a PLMN’s 5G core network. 

In the case of indirect communications, an NF consumer sets-up mutual TLS connection with the SCP, where the NF consumer and SCP mutually authenticate one another using the provisioned X.509v3 certificates and a similar process is carried out between the SCP and the NF producer to setup a separate TLS connection. An example message flow from 3GPP TS 33.310 [Ref 4] is depicted in Figure 6.1.
  



[bookmark: _Ref58315475][bookmark: _Toc65068246]Figure 6.1 - Mutual Authentication between NFs via SCP using indirect communications

Within the 5G core, some implementations may use virtualized platforms that do not have physically separate compute and store; in these deployments NFs should use certificates (e.g., TLS 1.2 or TLS 1.3) or other methods of mutual authentication.

Authentication based on X.509v3 certificates shall also carried out for NF-NF communications that are not based on SBI (e.g., PFCP based on UDP between SMF and UPF) and uses DTLS as the protocol of choice or where IPSec is used via a security gateway for NFs that do not natively support TLS.
Authentication between 5GC and 5G RAN components
The N2 interface between the AMF and the gNB or the CU carries the KgNB that is used for AS security context. It is also highly likely that the AMF and gNBs may not be co-located within the same data center and therefore the likelihood of tampering or eavesdropping on the interface that traverses across administrative domains is high. The KgNB is carried over GTP messages and therefore shall be protected using DTLS or IPSec, where a security gateway may be used on the core network side. Each gNB / CU shall be provisioned with X.509v3 certificates which is used for mutual authentication with an AMF.
Authentication between 5G RAN components
Depending on the deployment model of the various 5G RAN components (RU, DU and CU) authentication may be needed between the discreet components according to local conditions. Use of IPsec, for the F1-C interface, or alternatively DTLS should be used for performing authentication by means of X.509v3 certificates and provide integrity, replay and confidentiality protection.

[bookmark: _Toc65068231]Authorization for Network Services within a PLMN
3GPP TS 33.501 [Ref 3] specifies two primary mechanisms for authorization of NF services:
· Static authorization
· Authorization by means of access token (OAuth token)
Static Authorization
A network repository function (NRF) performs a lookup of local authorization policies in order to provide an NF-C with the required services (e.g., discovery). Similarly, an NF-P is pre-configured with authorization policies in order that a requesting NF-C is provided with the appropriate services based on local policies that have been pre-provisioned at the NF-P.
Authorization by means of Access Token
Unlike static authorization, the NF services offered by NF-P are authorized by an authorization server, which is a service offered by the NRF. The NRF therefore performs the role of centralized authorization server. An NF-P offering services would register its services with the NRF. The authorization server uses the OAuth 2.0 framework as specified in IETF RFC 6749, where the grants are of the type Client Credentials Grant. An example message flow of authorization by means of access token is depicted in Figure 6.2.
  


[bookmark: _Ref58855102][bookmark: _Toc65068247]Figure 6.2 - Service Access Authorization using OAuth Tokens

An NF-C initiates and performs mutual authentication by means of TLS with the NRF in order that it can perform discovery of services offered by NF-P in a secure manner. Based on the discovery results obtained from an NRF, the NF-C perform access token request for services offered by an NF-P or an NF-P type. It is highly recommended to protect registration, discovery and access token request via a mutually authenticated and secure TLS connection. The NRF based on the request determines if the request submitted by the NF-C is permitted based on the authorization rules and an access token with the appropriate claims is generated by the NRF. The access token that is generated shall be compliant to JSON Web Tokens as described in IETF RFC 7519 and are secured with digital signatures based on JSON Web Signature (JWS) as described in IETF RFC 7515.

The NF-C requesting services with an NF-P, submits the access token within an authorization header to the NF-P. The NF-P checks the authenticity of the token by verifying the digital signature (JWS) as that of the NRF, also verifies the validity (expiration time) of the token. The NF-P verifies that the audience claim in the access token matches its own identity (e.g., FQDN) or it’s NF-type. The NF-P also verifies that the identity of the “subject” field matches the NF-C’s TLS endpoint identity (e.g., FQDN). If the verification was successful, the NF-P executes the requested service to the NF-C.

In cases where indirect communications occur via SCP, Client Credentials Assertion (CCA) may be used, where the CCA is a token signed by the NF-C. It enables the NF-C to authenticate towards the NF-P or NRF by including the signed token in a service request. CCAs are expected to be more short-lived than NRF generated access tokens.

Further work on CCA is being done in 3GPP Release 17.
[bookmark: _Toc65068232]Integrated Access Backhaul (IAB)
In Release 16, 3GPP introduced support to allow gNB to utilize the same frequencies used for user data to convey connectivity between distributed gNBs – this feature is called Integrated Access Backhaul (IAB).  IAB is an implementation choice by the network operator and thus the resulting security requirements are dependent on if this feature is used – if it is not used then the related security features are not applicable.  3GPP TS 33.501 [Ref 3] details the security requirements for IAB in annex M – these related to the secure environment for a distributed gNB (contained in clause 5.3.8) , securing the link (the F1 Interface) between the central and distributed units (described in clause 5.3.9), and authenticating & authorizing the IAB node using existing registration and authentication procedures (i.e., the IAB node has a SIM and some UE functionality).  Annex M also further details some of the IP security (IPSEC) parameters used to secure the F1 interface.  In addition, IAB allows for implementations to use either the F1 interface or user plane bearers for O&M traffic; in the case of IAB utilizing user plane bearers, confidentiality and integrity protection is required (as defined in clause 6.6 of 3GPP TS 23.501 [Ref 1]).

3GPP TS 23.501 [Ref 1] Section 5.3.9 includes a reference to DTLS being optional for mutual authentication of the IAB nodes utilizing the F1 interface, however mutual authentication in the IAB deployments requires the use of  SIM authentication (which provides mutual authentication), therefore the use of DTLS does not provide any additional protection to IAB deployments.

Since the optionality of security functionality is only related to the choice of implementing IAB or not, and the choice of implementing F1 or UP based O&M, no further analysis of IAB is needed.
[bookmark: _Toc65068233]Network Slice-Specific Authentication and Authorization (NSSAA)
The Network Slice-Specific Authentication and Authorization (NSSAA) provides additional slice-specific authentication, authorization, re-authentication and revocation services in order that a UE is authorized to access a slice dedicated to specific services or enterprises. The NSSAA, an optional procedure, is used between a UE and a AAA server (AAA-S), which may belong to a third party (e.g., enterprise). The credentials used for the NSSAA procedure is separate from the 3GPP subscription credentials and is performed after the execution of a primary authentication procedure (e.g., 5G-AKA, EAP-AKA’). The EAP framework based on IETF RFC 3748 shall be used offering the flexibility to use various EAP methods. The AMF plays the role of an authenticator, while the NSSAAF is an intermediary that may perform protocol conversion (converting service-based messages to EAP) as needed and relays EAP messages towards a AAA-S. The AMF, based on a UE’s subscriber profile that allows access to S-NSSAI, triggers the NSSAA procedure (based on operator policy derived from service requested) via the Network Slice-Specific Authentication and Authorization Function (NSSAAF) in order that the UE is provided authorization to the particular dedicated slice, identified by the S-NSSAI. Protection of communications between the NSSAAF and the AMF, AAA-S / AAA-P (AAA proxy) respectively may be protected using TLS or NDS/IP as specified in 3GPP TS 33.501 [Ref 3].

[bookmark: _Toc65068234]Client Credentials Assertion (CCA)
The Client Credentials Assertion (CCA) is a signed token generated by a NF-C in the indirect communications mode (via an SCP) that enables an NF-C to authenticate towards a receiving end point (NRF, NF-P) in an end-to-end manner within a PLMN. The CCA shall be compliant to JSON Web Token IETF RFC 7519 and shall include the NF instance id of the NF-C, timestamp (iat), expiration time (exp) and the NF-type of the audience (NRF or NF-P). The lifetime of a CCA is expected to be much shorter than an NRF generated access token. The CCA shall be digitally signed by the NF-C using its private key and compliant to JSON Web Signature IETF RFC 7515. The CCA and the signing certificate are sent by the NF-C as part of an access token request or a service request to an NRF or NF-P respectively. The receiving NF (NRF or NF-P) shall verify the claims and the digital signature in the CCA and shall ensure that the identity of the NF-C included in the CCA matches with the identity in the signing certificate. It should be noted that the CCA does not provide message integrity and authenticity to the entire request and nor can it be used for end-to-end authentication of responses from a NF-P to an NF-C.

[bookmark: _Toc24974645][bookmark: _Toc24974679][bookmark: _Toc44935496][bookmark: _Toc44935497][bookmark: _Toc44935498][bookmark: _Toc255915836][bookmark: _Toc32230522]

[bookmark: _Ref61265078][bookmark: _Toc65068235]Recommendations
[bookmark: _Toc40293652][bookmark: _Toc40494430][bookmark: _Toc65068236]Recommendations to the FCC
[bookmark: _Toc38725723][bookmark: _Toc38725724][bookmark: _Toc38725725][bookmark: _Toc38725726][bookmark: _Toc38725727][bookmark: _Toc38725728][bookmark: _Toc38725729][bookmark: _Toc38725730][bookmark: _Toc38725731][bookmark: _Toc38725732][bookmark: _Toc38725733][bookmark: _Toc38725734][bookmark: _Toc38725735][bookmark: _Toc38725736][bookmark: _Toc38725737][bookmark: _Toc38245746][bookmark: _Toc38245747][bookmark: _Toc38245748][bookmark: _Toc38245749][bookmark: _Toc38245750][bookmark: _Toc40293653][bookmark: _Toc40494431]Previous CSRIC Recommendations
CSRIC VII commends the FCC’s efforts to support CSRIC recommendations as shown by previous Public Notices (PNs).[footnoteRef:33] [footnoteRef:34] CSRIC VII recommends that the FCC encourage industry for continued implementation of CSRIC’s prior recommendations[footnoteRef:35] [footnoteRef:36] [footnoteRef:37] and continue to promote awareness. [33:  See https://www.fcc.gov/document/fcc-seeks-comment-implementation-diameter-best-practices]  [34:  See  https://transition.fcc.gov/Daily_Releases/Daily_Business/2017/db0824/DA-17-799A1.pdf]  [35:  See CSRIC VI Report on Best Practices and Recommendations to Mitigate Security Risks to Emerging 5G Wireless Networks (September 2018)]  [36:  See CSRIC V Report on Legacy Systems Risk Reductions (March 2017). https://www.fcc.gov/files/csric5-wg10-finalreport031517pdf]  [37:  See CSRIC VI Report on Recommendations to Mitigate Security Risks for Diameter Networks (March 2018)  https://www.fcc.gov/file/13925/download] 

Potential future CSRIC Topics
As described in Section 4.2 (Scope) of this report, the work of this CSRIC was not exhaustive.  CSRIC VII therefore recommends that the FCC consider further CSRIC work to expand the security analysis coverage of 5G SA.

CSRIC VII recommends future CSRICs consider:
· Security of capabilities still being developed in 3GPP future Releases 17 and 18, such as interworking between 5G SA and 4G networks.
· Existing optional security capabilities which were brought forward to 5G from 4G which have not been addressed in previous CSRICs or warrant revisiting for 5G SA.  Examples include Network Domain Security and IMS Security
· Mandatory security features to deploy with a choice between several defined approaches can be analyzed for which choice may be recommended. Some examples are in the following areas: optional co-location of functions, where SUCI is calculated in UE, storage and handling of keys, priority of crypto algorithms, conditions for primary reauthentication and frequency of key setting, UICC properties, logging of certain events. More specific examples of these are given in Annex A.
· Network Slice-Specific Authentication and Authorization (NSSAA): Additional authentication and authorization that is performed beyond primary authentication is based on an operator or enterprise's risk associated with access to a dedicated slice. Different slices may have different associated risks and therefore while access to a dedicated slice may require the services of NSSAA Function (NSSAAF), while, access to a different dedicated slice with a different risk profile may not need the additional authentication services provided by the NSSAA. Evaluate risks associated with specific dedicated slices and provide guidance accordingly on the use of NSSAA by operators and enterprises. 


[bookmark: _Toc65068237]Recommendations to Industry
[bookmark: _Toc40293657][bookmark: _Toc40494435]Previous CSRIC Recommendations
CSRIC VII recommends that industry rely upon CSRIC recommendations to mitigate threats to the 5G SA system, specifically CSRIC VI, V, and IV Reports.
NAS Signaling Confidentiality
3GPP TS 33.501 specifies mandatory (e.g., requires vendor implementation) support for protection of the NAS signaling confidentiality, but optional for service providers to use.

Given this standards requirement, CSRIC VII recommends only non-user identity related information shall be conveyed prior to security context is established. 

Note, after security context is established all NAS messages are encrypted according to 3GPP TS 33.501.

User Plane Confidentiality
3GPP TS 33.501 specifies mandatory (e.g., requires vendor implementation) support for protection of the User plane confidentiality, but optional for service providers to use.

Given this standards requirement, CSRIC VII recommends User plane confidentiality protection over the access stratum be done at PDCP layer.

Confidentiality protection for UP is applied at the PDCP layer, and no layers below PDCP are confidentiality protected. User data sent via UPF may be confidentiality protected.

[bookmark: _Hlk50874021]User Plane Integrity
3GPP TS 33.501 specifies mandatory UE support of integrity protection and replay protection of user data between the UE and the gNB, but the data rates at which it is supported is different between Release 15 and 16, and it is optional for service providers to use.

CSRIC VII recommends that device OEM and network infrastructure vendors support the Release 16 full rate capability, along with 128-NIA3 as defined in Annex D of 3GPP TS 33.501, and for operators to implement according to the service requirement.

CSRIC VII recommends that user data integrity is mandatory for Release 16 U.S. deployments.

While the goal is for mandatory user data integrity in Release 16 U.S. deployment, CSRIC VII recognizes that during operator network transitions to consistent and ubiquitous 5G SA availability and coverage, operators may defer deploying user plane data integrity protection during this transition period.  Examples of impacts to providing seamless integrity protection include:


· Significant user base of Release 15 UEs not supporting user plane integrity protection at full rate
· 4G/LTE overlay networks unable to support user plane integrity protection

RRC Signaling Confidentiality
[bookmark: _Hlk50874097]3GPP TS 33.501 specifies mandatory (e.g., requires vendor implementation) support for protection of the RRC signaling confidentiality, but optional for service providers to use.

Given this standards requirement, CSRIC VII recommends protection of the RRC-signaling confidentiality. Only non-identity related information shall be conveyed prior to security context is established.

[bookmark: _Hlk49749824]Subscription Permanent Identifier/ International Mobile Subscriber Identity (SUPI/IMSI) Privacy
3GPP TS 33.501 specifies mandatory (e.g., requires vendor implementation) support for protection of the SUPI/IMSI privacy, however 3GPP allows for some exceptions where the Subscription Concealed Identifier (SUCI) may use null scheme (i.e., the identity is not protected).

CSRIC VII recommends that devices and networks in the U.S. use IMSI privacy (SUCI), and do not use null encryption scheme except when the UE is requesting emergency services.

It is recommended that no other exceptions allowed by 3GPP in Release 16 (for null encryption scheme SUCI) be used by devices or networks in the U.S.  This may result in roaming 5G devices configured by operators from outside the U.S being unable to connect to 5G SA (option 2) networks. They can use 4G LTE networks instead.

Network Security – IPSec
3GPP TS 33.501 specifies mandatory (e.g., requires vendor implementation) support of protection of the network security – IPSec, but optional for service providers to use.

CSRIC VII recommends the use of IPSec or use of a tunneling technology for transport (e.g., VPN tunnels) for protection of network security.

Core Network Security – Transport Layer Security (TLS)
3GPP 33.501 specifies mandatory (e.g., requires vendor implementation) support of protection of the core network security – TLS, but optional for service providers to use.

CSRIC VII recommends the use of TLS for SBA interfaces and for non-SBA use of a tunneling technology for transport (e.g., VPN tunnels) for protection of core network security. 



[bookmark: _Toc65068238]Annex A: Examples of Other Findings and Limitations

This Annex lists some examples where, as mentioned in Section 6.1.5, during the course of the analysis, it was determined that some 3GPP TS 33.501 specification requirements with optional choices fall outside the question of optional-to-use security features that are the primary consideration for this study. These items were consequently left without recommendations. Examples listed by categories:

1. Location of services
6. Example, Section 5.9.2.4: “The SCP has interfaces with Network Functions (NF) and peer SCPs within the PLMN. The interface between the SCP and the NFs and between the two SCPs shall fulfil the following requirements:
- Mutual authentication shall be performed between the SCP and NFs, and between the two SCPs within the PLMN.
- All communication between the SCP and NFs and between SCPs shall be confidentiality, integrity and replay protected.
If SCP endpoints are co-located with the NFs, the above two requirements may be satisfied by colocation”
1. Options on where SUCI is calculated in UE
7. Example, Section 5.2.5: “Based on home operator's decision, indicated by the USIM, the calculation of the SUCI shall be performed either by the USIM or by the ME.”
1. Storage and handling of keys
8. Example, Section 6.1.1.1: “The KAUSF may be securely stored in the AUSF based on the home operator's policy on using such key.”[footnoteRef:38] [38:  This wording is to be interpreted as the KAUSF is required to be securely stored, but the operator may optionally securely store the KAUSF in the AUSF.] 

8. Example, Section 6.1.3.2.0: “3. The AUSF shall store the XRES* temporarily together with the received SUCI or SUPI. The AUSF may store the KAUSF.”
8. Example, Section 6.2.2.1: “In case EAP-AKA' is used as authentication method, the AUSF shall derive a key KAUSF from CK' and IK' for EAP-AKA' as specified in clause 6.1.3.1. The KAUSF may be stored in the AUSF between two subsequent authentication and key agreement procedures.”
8. Example, Section 6.2.2.1: “the AMF shall generate NH and transfer it to the gNB, together with the corresponding NCC value. 
The AMF may also transfer an NH key, together with the corresponding NCC value, to another AMF, cf. clause 6.9.”
8. Example, Section 6.2.2.2: “Storage of the KAUSF at the UE is optional. If the USIM supports 5G parameters storage, KAUSF shall be stored in the USIM. Otherwise, KAUSF shall be stored in the non-volatile memory of the ME.”
1. Priority of crypto algorithms
9. Example, Section 6.7.1.1: “Each AMF shall be configured via network management with lists of algorithms which are allowed for usage. There shall be one list for NAS integrity algorithms, and one for NAS ciphering algorithms. These lists shall be ordered according to a priority decided by the operator.”
9. Example, Section 6.7.1.1: “Each AMF shall be configured via network management with lists of algorithms which are allowed for usage. There shall be one list for NAS integrity algorithms, and one for NAS ciphering algorithms. These lists shall be ordered according to a priority decided by the operator.”
1. Conditions for primary reauthentication
10. Example, Section 6.3.2.2: “When the UE is registered in the same AMF in the same PLMN serving network over both 3GPP and non-3GPP accesses, the UE shall establish two NAS connections with the network. Upon receiving the registration request message, the AMF should check whether the UE is authenticated by the network. The AMF may decide to skip a new authentication run in case there is an available 5G security context for this UE by means of 5G-GUTI, e.g. when the UE successfully registered to 3GPP access, if the UE registers to the same AMF via non-3GPP access, the AMF can decide not to run a new authentication if it has an available security context to use. In this case, the UE shall directly take into use the available common 5G NAS security context and use it to protect the registration over the non-3GPP access.”
1. Frequency of key setting
11. Example, Section 6.2.3.1: “Key setting happens at the end of successful authentication procedure. Authentication and key setting may be initiated by the network as often as the network operator wishes when an active NAS connection exists. Key setting can occur as soon as the identity of the mobile subscriber (i.e., 5G-GUTI or SUPI) is known by the AMF.”
1. UICC properties
12. Example, Section 6.1.1.1: “The USIM shall reside on a UICC. The UICC may be removable or non removable.”
1. OAM / logging of events?
13. Example, Section 6.6.1: “Additionally, the SMF may log the event and may take additional measures, such as raising an alarm.”


[bookmark: _Toc65068239]Annex B: Glossary of Terms

[bookmark: _Hlk56590277]3GPP	3rd Generation Partnership Project
4G 	Fourth Generation	
5G	Fifth generation
5GC	5G core
5G NR	5G New Radio 
5GPPP	5G Infrastructure Public Private Partnership
AF	Application function 
AKA	Authentication and Key Agreement
AMF	Access and mobility function 
AN	Access Network
API	Application Programming Interface
ARIB 	Association of Radio Industries and Businesses
AS	Access Stratum
ATIS	Alliance for Telecommunications Industry Solutions
AUSF	Authentication server function 
BGP	Border gateway protocol
BIS	Bureau of Industry and Security 
[bookmark: _Hlk39743628]BITAG 	Broadband Internet Technical Advisory Group
BSS	Base station subsystem 
BWP	Bandwidth part 
CATLs 	CTIA Authorized Test Labs 
CCSA	China Communications Standards Association
CIoT	Cellular Internet of Things
CMMC 	Cybersecurity Maturity Model Cybersecurity 
COVID	Coronavirus Disease
CP	Control Plane
CR 	Change Request
C-RNTI	Cellular Radio Network Temporary Identifier
CRS	Cell-specific reference signal 
CSA	Cloud Security Alliance 
CSCC	Communications Sector Coordinating Council 
CSDE	Council to Secure the Digital Economy 
CSRIC	Communications Security, Reliability and Interoperability Council 
CTIA 	CTIA – The Wireless Association
CU 	Central unit 
DDoS	Distributed denial of service 
DL	Downlink
DHS	Department of Homeland Security
DoC	Department of Commerce
DoD	Department of Defense
DU	Distributed units 
EAP	Extensible Authentication Protocol
EAR	Export Administration Regulation 
EARFCN	EUTRA Absolute Radio Frequency Channel Number
eCAPIF	Enhancements for Common API Framework for 3GPP Northbound APIs
EIR	Equipment Identity Register 
eMBB	Enhanced mobile broadband
eMIMO	Enhanced Multiple Input Multiple Output
eNB	Evolved NodeB
EPC	Evolved Packet Core
EPS	Evolved Packet System
ESP	Encapsulating Security Payload
[bookmark: _Hlk39743258]ETSI	European Telecommunications Standards Institute
EUTRA	Evolved Universal Terrestrial Radio Access
E-UTRAN	Evolved Universal Terrestrial Radio Access Network
FCC	Federal Communications Commission
gNB	generation Node B
GETS	Government Emergency Telecommunications Service
GDPR	General Data Protection Regulation 
GGSN	Gateway GPRS Support Node 
[bookmark: _Hlk39592728]GPRS	General Packet Radio Services
GSMA	Global System for Mobile Communications Association
HARQ	Hybrid ARQ
HLR	Home Location Register 
HO 	Handover
HSS	Home Subscriber System
HTTP	Hypertext Transfer Protocol  
ICT	Information and Communications Technology
IEC	International Electrotechnical Commission 
IEEE	Institute of Electrical and Electronics Engineers
IETF	Internet Engineering Task Force
[bookmark: _Hlk61754839]IMSI	International Mobile Subscriber Identity
IMT-2020	International Mobile Telecommunications
IOPS	Isolated E-UTRAN Operation for Public Safety
IoT 	Internet of Things
IP	Internet protocol
IPSec	Internet Protocol Security
ISO	International Organization for Standardization
ISP	Internet service providers 
IT 	Information technology
ITU	International Telecommunication Union
ITU-R 	ITU Radiocommunication Sector
KeNB	eNodeB Key, in use at cell site
KeNB*	eNodeB Key, used to calculate at target cell site
KNASint	Non-Access Stratum Integrity Protection Key
KPI	Key performance indicator
LPWA	Low power wide area
LTE 	Long-term evolution
LSB	Least Significant Byte
MAC-I	Message Authentication Code
MACSec	Message Authentication Code Security
MCC	Mobile Country Code
MEC	Mobile edge computing
MIB	Master information block
MNC	Mobile Network Code 
MME	Mobile management entity 
mMTC	Massive machine-type communications
mmWave 	millimeter wave 
MPS	Multimedia Priority Service
MSC	Mobile switching center
NAS	Non-Access Stratum
NAS-MAC	Non-Access Stratum Message Authentication Code
NAT-T	Network Address Translation Traversal
NB-IoT	Narrowband Internet of Things
NCC	Next Hop Chaining Counter
NEF	Network exposure function 
NF	Network functions
[bookmark: _Hlk39579830]NFV	Network function virtualization
NGC	Next generation core
NGMN	Next Generation Mobile Network
NG-RAN	Next generation radio access network
NH	Next Hop
NIST	National Institute of Standards and Technology
NR	New Radio
NPRM	Notice of Proposed Rulemaking 
NR	New radio
NRF	Network resource function 
NSA	Non-standalone
NSSAI	Network Slice Selection Assistance Information 
NSSF	Network slice selection function 
OTA	Online Trust Alliance 
PBCH 	Physical broadcast channel 
PCF	Policy control function 
PCFICH 	Physical control format indicator channel 
PCI	Physical cell identity 
PCRF	Policy and charging rules function 
PGW	Packet gateway 
PLMN	Public Land Mobile Network
PRBS	Physical resource blocks 
PSA	Platform Security Architecture Joint Stakeholder Agreement
PSS	Primary synchronization signal 
QBL	Qualified bidder lists
QML	Qualified manufacturer lists
RAN	Radio access network
RLF	Radio Link Failure
RRC	Radio resource control 
SA	Standalone
SA3 	Security working group
SAE	System Architecture Evolution
SBA	Service-based architecture
SCP	Service communication proxy 
SCAS 	Security Assurance Specifications
SCRM	Supply chain risk management 
SD	Slice differentiator 
[bookmark: _Hlk39579864]SDN	Software-defined networking
SEAF	Security Anchor Function
SEG	Security Gateway
SEPP	Security Edge Protection Proxy
SGSN	Serving GPRS support node 
SGW	Serving gateway 
SIB	System information blocks 
SMF	Session management function 
S-NSSAI	Single Network Slice Selection Assistance Information 
SS7	Signaling system 7
SSB	Synchronization signal block 
SSS	Secondary synchronization signal 
SST	Slice/Service type 
[bookmark: _Hlk56620504]S-TMSI	SAE-Temporary Mobile Subscriber Identity
[bookmark: _Hlk61754768]SUPI 	Subscription Permanent Identifier
TAU	Tracking Area Update
TLS	Transport Layer Security
TS	Technical Specification
TSDSI	Telecommunications Standards Development Society, India
TTA	Telecommunication Technology Association (Korea)
TTC	Telecommunication Technology Association (Japan)
UDM	Unified data management 
UE	User equipment
UL	Up Link
[bookmark: _Hlk39592744]UMTS	Universal Mobile Telecommunications System
UPF	User plane function 
URLLC	Ultra-reliable low-latency communication
URI	Uniform Resource Identifier
VLR	Visitor location register 
WG	Working Group
WPS	Wireless Priority Service
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