OFFICE OF INSPECTOR GENERAL

MEMORANDUM
DATE: February 9, 1998
TO Dani el Phythyon, Chief
Wrel ess Tel econmuni cati ons Bureau
FROM H. Wal ker Feaster 111, Inspector Ceneral

SUBJECT: Speci al Review of Auction Application Security

As part of our on-going effort to ensure protection of the

Comm ssion's information resources, this office has recently
conpleted a review of the security of the FCC Auction

Appl i cati on. To conduct this review, the O G established task
order nunber two (2) under our contract with TWM Associ ates, |nc.
(hereafter referred to as "TWV').

On Septenber 16, 1996, the Ofice of Inspector General issued a
Speci al Review report, Report No. 96-6, entitled "Special Review
of Auction Site Information Technology (IT) Security.” This
report identified the results of our review of Information
Technol ogy (I T) security at the Conm ssion's 2 Massachusetts
Avenue facility. Because of the tineframe under which this

proj ect was conpl eted, several critical conponents of the auction
system were not eval uated including the auction application
(1.e., FCC Auctions System), |IT security at the Gettysburg
facility, and Internet connectivity (including firewall
configuration). This review was intended to evaluate the auction
application conponent of the overall automated auction program

The specific objectives of this task were twofold. The objective
of phase one was to identify and eval uate the system of controls
established within the FCC Auctions System application to ensure
that they provide a secure environnent for participants in the
spectrum aucti on process. This evaluation included the conplete
system of controls including automated controls (e.g., those
controls enployed by the PowerBuil der and Sybase DBMS softwar e)
and manual controls (e.g., distribution of passwords, resetting
of accounts, etc.). To acconplish this objective, TWMrevi ewed
system docunent ation and i ntervi ewed syst em managenment personne
to identify existing nmanual and aut omated controls; designed
tests for each control identified and conducted tests to
deternmi ne operational status; identified areas where controls can
be i nmproved; and devel oped reconmendati ons for specific contro

i nprovenents.



The objective of phase two of the review was to exam ne the
controls associated with system operation and mai ntenance. These
controls should assure that adequate processes have been

devel oped for operating the Auction System and nonitoring and
controlling changes to the system To acconplish these

obj ectives, TWMreviewed policies, procedures, and standards
associated with Auction System operation and mai nt enance;

i ntervi ewed personnel involved in the systens operation and

mai nt enance process; exam ned system docunentation (e.g., flow
charts, data diagrans, etc.) to verify that all system

nodi fications are accurately reflected; identified areas where
controls can be inproved; and devel oped recommendati ons for
specific control inprovenents.

In general, our review indicates that the Auction Application
renote bidding software functions as it was intended for bidders
participating in auctions. However, the review teamdid identify
control inprovenents which can be made in the areas of
segregation of duties, accountability within the application,
adequacy of contingency planning, and overall access controls.
Many of these control inprovenents were being addressed at the
time of review conpletion. In addition, we observed that

Comm ssi on enpl oyees and contractor personnel managing the site
are commtted to continual inprovenent of security as part of
their operational m ssion.

A copy of the Special Review Report prepared by TWM and

contai ning specific observations and recomendati ons is attached.
This report, Report No. 97-4 entitled "Special Review Auction

Application”, contains sensitive information. For that reason,

we recomend that you restrict distribution of this report to

t hose personnel in your organization with a need for the
information. |If you would like to discuss this review pl ease
contact ne at 418-0470.

At t achment

CC. John Guli, WIB Auction Division (wth attachnent)
David Jarrell, Conputer Security Oficer (with attachnent)



