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The Cloudflare Network
FCC Border Gateway Protocol Security Workshop

300
cities in 100+ countries

12,000
networks directly connect to Cloudflare, 
including every major ISP, cloud provider, and 
enterprise

~50 ms
from 95% of the world’s Internet-connected 
population



Where are we?

Customer posture

FCC Border Gateway Protocol Security Workshop

● Follow MANRS BCPs

● RPKI ROAs for all Cloudflare-owned prefixes

● RPKI ROV on all external BGP sessions

● Community engagement (RIPE, NANOG, APNIC)

● Tooling contributions (rpki.cloudflare.com, 
radar.cloudflare.com)

● Enforce IRR entries for BYOIP/BYOASN

● Highly encourage RPKI ROAs*

● Automated hijack detection (Artemis)

● Customer education

● Security as a Service

BGP security

https://rpki.cloudflare.com/
https://radar.cloudflare.com/


How is the US doing?

Percent of prefix validation status Percent of users with an ISP filtering out 
invalid routes

FCC Border Gateway Protocol Security Workshop



Cloudflare Radar

Publicly available Internet weatherstation

https://radar.cloudflare.com/routing/us

https://radar.cloudflare.com/routing/us


Where are we going?

● Enforce RPKI ROAs for BYOIP

● ASPA engagement and deployment

● Push remaining suppliers for ROV

● RTBH/TE prefix solution?

● Further footprint expansion

● Work on other layers (TLS, ZT products, …)

● Further monitoring/counteract bad actors

RPKI ecosystem Other

FCC Border Gateway Protocol Security Workshop
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