Robocall Mitigatior
Database Externa
Flllng Instructlons

August2021



Robocall Mitigation Databadexternal Filing Instructions

August2021

1

Contents

. INTRODUGCTIOMN. ..t e ettt et b b s e e e e e e et e eeeebbb e e e e e e e eaeeenesennaanas 2

. VIEW DATABASE. ... .ottt ettt ettt et et e e e e e e e e e e e e e e e e aaeaassassaaa e aaanebnnennre 2
a. Downloading e database............uuvevieiiiiiiiiiii e ——————— 2
D.  Viewing the database..........c.uviiiiiiiii e 3
C. Searching the database...........ccuuiiiiii i 3
d. Accessing the Database Via ARL..........ooo e 4

. SUBMIT & MANAGE FILINGS WITHIN THE DATABASE.........coomiii e 5
= W1 U o g 11 1T = T 1 Vo R 5]
D, REVISING @ FiliNG....eiiiiiiiiiiiii et e e e 12
C.  DeletiNnga FiliNG.......eeiiiiiiiiiiiii et e e s e e e e e s e e e e e 14



Robocall Mitigation Databadexternal Filing Instructions
August2021
2

|. INTRODUCTION

The Robocall Mitigation Database can be fouhdtens://fccprod.servicenowservices.com/rmd

Upon landing on the Robocall Mitigation Database site, four options will appear on the Database main
LI 3SY &5 View DakbatEXdgIn,él Yy RreateAccounts

Please note that registration is not required for downloading and viewing the registr\Rdltnacall

Mitigation Databasés available for viewing by downloadable .CSV file by any member of the public.

II. VIEW DATABASE

a. Downloadimg the database

i. Todownloadthe Robocall Mitigation Databasgo ta

https://fccprod.servicenowservices.com/rmdy R Of A 01 2y GKS oatemsyf 21 Ré
left cornerof the page.

See Figure helow.

Robocall Mitigation Database

Welcome to the Robocall Mitigation Database. Pursuant to 47 CFR § 64.6305(b), all voice service providers must file
certifications to this Database providing detailed information regarding their implementation of the STIR/SHAKEN caller ID
authentication framework and/or a robocall mitigation program.

Through this webpage, members of the public may download voice service providers' certifications. In addition, through the
portal found on this webpage, voice service providers may submit their certifications.

You may find an active listing of all voice service providers that have submitted sufficient certifications on XXXXXXxX or by
downloading the CSV file below. Please note that you may need additional software to veew the CSV file.

A voice service provider must possess an FCC Registration Number (FRN) to submit a certification. If you are a voice service
provider and would like to submit a certification, and you have an FRN, please click the “Log in” button below. If you wish to
submit a certification but do not have an FRN, please click “Create Account” below. After creating an FRN, please return to this
page to log in. Full Database submission instructions are available here.

If you believe there are errors with the content or function of the Robocall Mitigation Database, please email FCC staff at
RobocallMitigationDatabase@FCC.gov .

OMB Control Number: JXXXX-XXXX

& Download Q, view Database = Login & Create Account

Download Registry View rch voice service Submi

E
provid certifications Make
one.

Figure 1c2 St O02YS t I 3S3 Of A O] thédatgbasg.t 2 R¢ (2 R24Yyft 21 F
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i. ! FGSN) e@2dz Oft AO] G526yt 2IRZé @2dzNJ oNRPGgASNI YI &

view the .CSV file registry. Please note that you may need additional software to view the
registry file.

b. Viewing the database

i.  To view the Robocdlllitigation Databasgego tohttps://fccprod.servicenowservices.com/rmd
FyR Of A0l 2y (KS aithelbStomIdticainerofitha gage o6 dzi G 2 y

See Figur@ below.

Robocall Mitigation Database

Welcome to the Robocall Mitigation Database. Pursuant to 47 CFR § 64.6305(b), all voice service providers must file
certifications to this Database providing detailed information regarding their implementation of the STIR/SHAKEN caller ID
authentication framework and/or a robocall mitigation program.

Through this webpage, members of the public may download voice service providers’ certifications. In addition, through the
portal found on this webpage, voice service providers may submit their certifications.

You may find an active listing of all voice service providers that have submitted sufficient certifications on XXXXXXXX or by
downloading the CSV file below. Please note that you may need additional software to wew the CSV file.

Avoice service provider must possess an FCC Registration Number (FRN) to submit a certification. If you are a voice service
provider and would like to submit a certification, and you have an FRN, please click the "Log in” button below. If you wish to
submit a certification but do not have an FRN, please click “Create Account” below. After creating an FRN, please return to this
page to log in. Full Database submission instructions are available here.

If you believe there are errors with the content or function of the Robocall Mitigation Database. please email FCC staff at
RobocallMitigationDatabase@FCC.gov .

OMB Control Number: XXXX-XXXX

& Download Q View Database ® Login

Submit a2 new certification or

Figure 2 St 02 YS t ViavPatabask A e thedatabase.

ii.  When viewing the Robocall Mitigation Database, if you believe there are errors with the content
or function of the databaser if you require special assistance with submitting a filpigase
email FCC staff &obocallMitigationDatabase @FCC.gov

c. Searching the database

i,  Toconductal SEG 481 NDK sAGKAY (KBS BF &5t thamdgom & A O
the page You wilthen NNA @S | &G (GKS tdzotAO [A&adAy3a tI 3S
locatedin the topright of the screen.

z

L.

uf
B
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https://fccprod.servicenowservices.com/rmd?id=rmd_welcome
mailto:RobocallMitigationDatabase@FCC.gov?subject=Robocall%20Mitigation%20Database
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See Figure Below.

A Welcome Q, View Database & Download Database

Robocall Mitigation Database

Robocall Mitigation Database Q

Business Name Previous Business Names Business Address Other DBA Name(s) Foreign Voice Service Provider Implementation Intermcdiatetler Robocall M

Figure 3 Public ListingPagedza S G KS aYSé g2 NR { Staba¥eKé 02 E

ii. Toview all columns of the databasase thehorizontal scroll bar located at the bottom of the
screen.

See Figurd below.

Robocall Mitigation Database

= Robocall Mitigation Database Q
Names Other DBA Name(s) Business Address Implementation Intermediate Provider Attachment Link PDF Robocall Mitigation Contact Name Contact Tit
None 8001 Irvine Center  N/A true N/A N/A
Drive
Suite 1200
Irvi...
none 371 Consort Drive  N/A true N/A N/A
Ballwin Missouri
63011
StrongCord Systems, 989 Pinnacle Drive  N/A true N/A N/A
StrongComm Clayton Georgia
30525
NONE 6709 W 119TH ST N/A true N/A N/A
Ste. 353

Overland Park K...

ns none 300 Johnny Bench ~ N/A true N/A N/A
Drive, Suite 120
Oklaho...
Figure4 ¢ Public ListingPage t

d. Accessing the Database via API

i. This APprovides programmatic read access to this dataset including the ability to filter and
guery dataDetailed instructions on how to access the database via API are available at the
following link:https://us-fcc.box.com/v/rmdapirdocumentation

z

uz

QX


https://us-fcc.box.com/v/rmd-api-documentation
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JBMIT & MANAGFILINGS WITHIN THE DATABASE
a. Submitting a Filing

i.  ACommission Registration SysteBQRBE%ccountand anFCC Registration Numb@RN are
needed tosubmit a filing.

w LT @& ZORES ScBovot an FRNplease clickhed / NB I (i S buttehdnahdzy § ¢
bottom right corner of thepage owisit hitps://apps.fcc.gov/cores/userLogin.do begin the
CORES accourrteation processOn this page, there will be CORES Tutorial Videos that can
assist with this process.

See Figure 5 below.

Robocall Mitigation Database

& Download Q View Database ® Login & Create Account
Figure2 St O02YS t I 3835 Of AO1 CCORB&Bicau@ ! OO02dzy (¢

wVoice Service Providergth a CORES accouamd an FRManproceedbelow.

i.  Once you hava CORE&countand an FRNyou carlogin andsubmit afiling by clicking the
G % o dmitlie Rgbocall Mitigation Welcome Page

See Figure 6 below.

g2


https://apps.fcc.gov/cores/userLogin.do
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Robocall Mitigation Database

& Download Q View Database ® LogIn & Create Account

Figure 6c Welcomer 3Ss> Of AO1 a[ 23 Lyé¢ G2 23 Ayd2 GKS R
Once yodog in, you willrrive at theRobocall Mitigation Database Landing Pddjek the
oStarta New Filing button to begin the filing process
See Figurd below.
& Click here to download the current inventory of voice service providers in the Database.
Q Click here to view and search the current inventory of voice service providers in the Database.
If an entity believes there are any errors with the content of the Robocall Mitigation Database or the functions of the
Database, please email FCC staff at RobocallMitigationDatabase@FCC.gov .
OMB Control Number: XXXX-XXXX
' Start a New Filing
Figure7¢[ F YRAY3 t 1385 Of A0 1 ilipgd NI I bSé CAfAy3IE
hy®S &2dz Ot A01 G{GFINI + bS¢é CAfAy3IAsSé¢ &2dz oAt

information (see Figur8 below). Note that onlf*RNs that are associated with theerand

currently not alreadyselected inthex C/ /  w S INAndbér(RRNI &\ 2 FfrAaGoth& filingwill

be available for selectioim the FRN drojulown boxlocated atthe top of the form If no FRNs

are availabletoseledty (G KS aC// wS3A &l Nthelffokn2egnndi lbeY 6 SNJ 6 Cwb 0
completed.A Voice Service Providesin also enter other FRNs associated with it or another

related businesentity into its filing bymanualySy ¢ SNA Yy 3 (GKSY Ayd2 GKS ahi
a new filing
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Vi.

See FigureB below.

Robocall Mitigation Database

New Filing

*FCC Registration Number (FRN)

Business Name

Business Address

Required information

0O Voluntary Intermediate Provider Filing Please separate entered values with a semicolon
Foreign Voice Service Provider

Other FRNs (enter "None' if you have nong

Other DBA Nama(s) (entar *Nona' if you hd

* Foreign Voice Service Provider *Other FRNs (enter 'None' if you have none)

- None - v Previous Business Names (enter 'None' if

Robocall Mitigation Contact Name

* Other DBA Name(s) (enter 'None' if you have none)

[Contace ereet

[ Contact Country Jf Contact Email |
*Previous Business Names (enter 'None' if you have Certification (Choose one) J] POF |
none)

Figure8 ¢ New Filing ForpProvider Details

Once an FRN has beenselecigcK S & . dzaAy Saa bl YSE | yilRauta . dzAa Ay S & &
populate with the business name and address associated with the selected FRN in FIERES.

note that thedBusiness Nangeand dBusiness Adiressg fields are read onlyif any changes need

to be made to theéBusiness Nangsor éBusiness Addressields,you mustmake the edits

directly in CORES.

A checkbox titledt + 2 € dzy G F NB LY GSNYSRAFGS t NPGARSWI CAf AY 3
filing form by intermediate providenshose filings were not imported from the Intermediate

Provider Register antthat wish tovoluntarilyfile directlyin the Robocall Mitigation Database.

Once this box is checked, many of the fields on the new fitimg will bemade unavailablas

they are irrelevant to voluntary intermediate provider filers. The only remaining fields will be

those related to FRNs, business names, business address, and a declaregmapplicable

fields are discussed in further detail throughout Section Ill. Ong tie relevant fields have

been completed, the new filing form may be submitt&de the end of Section Ill for more

information on the submission of a filing form.
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vii C2NBAIYy +£2A0S {SNBAOS t NPORRINAE { Wdzail A¥S{EKSGH adCc?

viii.

Servick N2 @A RS NESITFNED RR $ NER Y dzaréign ¥dice Se@itce Piobiderd will

GKSy ySSR (2 &a4StS0G (KS /PRHENRBRAE & a@BXSti KRR BNB
F2dzy R Ay GKS @/ 2 dzy (i NEDorfestiblVoicalgevige Pravaders VRIRNB a4 8¢ T A
b dzli2YF GAOFE & KIQPS GKS &/ 2dzy iNB F2NJ . daAySaa !
' YSNR O o¢

¢KS dahiOGKSHhGCWBMEESS . Hy R at NSPA2dza . dzaiySaa bl ySa
entry. When inputting multiple values into any of these fields, please sepdhnatentered
Gl fdzSa 6AGK | aSYAO2f2yd LF @2dz KI @S y2ySs L} S

Once you enter the initial business infieation, scroll to thedContact Informatiog section,and

input the information for your robocall mitigation point obntact. These fields will ask for

information such as contact name, title, department, address, telephone number, and email.
Youcanals®2 LJ8 (G KS AYTFT2NXI GA2Yy F2dzy R Ay (KS d&. dza Ay 8§
l RRNBada¢ TFTASEtRA Ayd2 GKS NBtheI@htgtiiAddieasamda®ii | RRN
. dza A y S a &boxX TR&rdl&anticéntact address fields will then aptpuate with the
AYF2NXIFGA2Y FNBY GKS da.dzaAySaa ! RRNBaa¢ | yR a/

Se Figured below.

Contact Information

* Robocall Mitigation Contact Name
Contact Title * Contact Department
* Contact Street
* Contact City ¥ Contact Country
* Contact Telephone Number Contact Phone Extension

Contact State, Province, County, District, Region, etc

* Contact Email

Figure9 ¢ New Filing ForntContact InformatiorSection

Select one of the three certification options from tb@ertificatior€ section of the formThese
options describe various levels of STIR/SHAKEN implementation and the steps a Voice Service
Provider must take it is performing robocall mitigation.
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See ure 10 below.

* Certification (Choose one)

Option 1: Complete STIR/SHAKEN Implementation. The filer certifies that all voice traffic that originates on its
network is authenticated with STIR/SHAKEN, consistent with 47 CFR § 64.6301(a).

Option 2: Partial STIR/SHAKEN Implementation - Performing Robocall Mitigation. The filer certifies that it
commits to respond to all traceback requests from the Commission, law enforcement, and the industry traceback
consortium, and to cooperate with such entities in investigating and stopping any illegal robocallers that use its
service to originate calls, and that some of the voice traffic that originates on its network is authenticated with
STIR/SHAKEN, and the remainder of the voice traffic that originates on its network is subject to a robocall mitigation
program. The filer also certifies that the attached searchable PDF details the specific reasonable steps it has taken to
avoid originating illegal robocall traffic as part of its robocall mitigation program, and, if applicable, the type of
extension or extensions it received under 47 CFR 8 64.6304.

Option 3: No STIR/SHAKEN Implementation - Performing Robocall Mitigation. The filer certifies that it commits
to respond to all traceback requests from the Commission, law enforcement, and the industry traceback consortium,
and to cooperate with such entities in investigating and stopping any illegal robocallers that use its service to
originate calls, and that none of the voice traffic that originates on its network is authenticated with STIR/SHAKEN,
and that all of the voice traffic that originates on its network is subject to a robocall mitigation program. The filer also
certifies that the attached searchable PDF details the specific reasonable steps it has taken to avoid originating illegal
robocall traffic as part of its robocall mitigation program, and, if applicable, the type of extension or extensions it
received under 47 CFR § 64.6304.

Figurel0¢ New Filing Form, Certification Section

Note that if you selectOption Z or 60ption 3¢ adocument must be uploaded to the form
explaining the specific reasonable stape voice service providdras taken to avoid originating
illegal robocall traffic as part of its robocall mitigation progrand, if applicable, the type of
extension or extensions received under 47 CFR § 64.630¢ one certification option can be
sdected.

xi.  If you would like certification contents be kept confidentiglandyou havefiled such a request
in WC Docket No. 197 of the Electronic Comment Filling System (ECFS), you can check the box
adFdAy3 GKFEG @2dz NBljdzSad GKIFIG a2ysS 2N FHEf 27F 0
Once checked, you can theploadboth confidential(i.e., unredactedand nonconfidential
(i.e., redactedPDFs

See Figure 11 below.
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Upload

The filer requests that some or all of the certification’s contents be kept confidential and has filed such a request
ii the Electronic Comment Filling System (ECFS)

on-Confidential PDF (redacted) * Confidential PDF (unredacted)

® Required - Upload ® Required - Upload

Figurell ¢ New Filing Form, Uplog@DFand Confidentialitysection

xii.  To submit a filingthe declaration statement must be checked ahé ¢ h F T4 QSINI & dzNB ¢ 6 2
must be signed.

See Figure 12 below.

Declaration

*

| declare (or certify, verify, or state) under penalty of perjury that the foregoing is true and correct. Executed on
3/26/2021.

* Officer e-Signature

Jane Smith

Figure 2 ¢ New Filing Form, Declaration Section

xii. hyOS Fftf NBIJJdANBR FAStRA KIFIGS 06SSy O2Y.LX SGSR:
See Figurd3 below.

Declaration

.
| declare (or certify, verify, or state) under penalty of perjury under the laws of the United States of America that
the foregoing is true and correct. Executed on 3/19/2021.

* Officer e-Signature

Figurel3 ¢ New FilingOf A O1 & { dzo YA filiagg (2 & dzo YA ' & 2 dzNJ
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N - 4

xiv. hyOS &2dz G ASCR|dz ad AdEotY AdiS R A NBAYE SdRill ke AbledoriBw / 2 v T A NJ

the below confirmation message.

See Figure4 below.

Home » RMD Confirmation Page

Thank you. Your filing has been submitted.

Return Home #

Figure 4 ¢ Confirmation Pagand Message

xv. [/ fAO1 GKS awSildz2NYy | 2YS¢ odzidzy G2 32 ol O
Landing Page, you can view, revise, or delete your submitted filing.

See Figure3.below.

= My Filings
Number @ FCC Registration Number (FRN) Business Name Business Address Robocall Mitigation Contact Name
0003770732 Gulf Coast Broadcasting Co. Inc. 26946 Martinique Drive ff
PO Box 679
Orange...

< >  Rows1-10f1

Figure 5 ¢ Submitted Filings obanding Page

xvi.  To viewthe details of a peviously submitted filingclickafiling listedon the Landing Page to
openthe form. This will display a read only view of the informatioat wassubmittedwith
options to delete or revise the filing the top right corner of the submitted fornTheoptions
to reviseor deletea filingare addresseth sectiondll.b. and lll.c. of this document

See Figured.below.
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Castleberry Telephone Company Inc

Robocall Mitigation Database
Provider Details
* FCC Registration Number (FRN)

© | 0004317368 v

*Business Name

Castleberry Telephone Company Inc

Business Address

125 Cleveland Avenue
PO Box 37
Castleberry AL 36432

* Foreign Voice Service Provider * Country

No v © | United States of America ¥

Figure B ¢ Landing Pagsslick a filing to display a detailed vi@fwhat was submitted

b. Revising a Filing

i.  To revise a submitted filingo to https://fccprod.servicenowservices.com/rmand click on the
G[ 23 L ytdward thelbattdny of the page

See Figure 17 below.
Robocall Mitigation Database

ocall Mitigation Database. please email FCC staff at

& Download Q View Database @ LogIn & Create Account



https://fccprod.servicenowservices.com/rmd?id=rmd_welcome
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Figure 12 St 02YS LJ 3S3x Ot A0l a[23 Lyé G2 23 Ayaz

ii.  Once you are logged into your account, click onfilrég youwant to revise andhen click the
GwSQ@AaSé o dzightafsheforim. G KS (2L

See Figure8below.

Delete

Castleberry Telephone Company Inc

Robocall Mitigation Database
Provider Details
FCC Registration Number (FRN)

O | 0004317368

Business Name

Castleberry Telephone Company Inc

Business Address

125 Cleveland Avenue
PO Box 37
Castleberry AL 36432

Foreign Voice Service Provider Country

No ¥ © | United States of America

Figure B¢ Submitted Filing Of A 01 GKS awS@AaSé¢ odziGz2y G2 NBODA
i. hyOS @&2dz Of A O ,yducéhmakevwchandesits the editdiledietdg on the form.

iv.  Note that you will not be able to edit the FRN, Business Name, or Business Atdregs.
changes need to be made to th@Business Nangsor éBusiness Addressields in the filing,
please makehoseedits directly in CORES. In order for the changes made in CORES to update in
the Robocall Mitigation Database, you migg out of the database and then log back into it,
aSt SO0 I adowYAGOISR FAEAY3I FNRBY (GKS [FYyRAYy3 tI 3

v.  Once all revisions have been made, you will neegicertify the filing.This meanstte
oDeclaratior sectionmust be completedgainin order to submit a revised filing.
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See Figure 19 below.

Declaration

*
[J 1declare (or certify, verify, or state) under penalty of perjury under the laws of the United States of America that
the foregoing is true and correct. Executed on 3/19/2021.

* Officer e-Signature

Figure B ¢ Declaration to be completed before submitting a revifiiaty

AAAAA

vi hyOS @2dz G réR|dz agAdEofY AaiS RANBOGSR (2 GKS /2y FAN
the confirmation message.

See Figure 20 below.

Thank you. Your filing has been submitted.

Return Home #

Figure 2Q; Confirmation Pagand Message

vii [/ EA0] GKS awSiddzNYy 1 2YSé¢ odzidz2y (G2 3Itheol O] G2 0
Landing Page, you can view, revise, or delete your submittedsfiling

c. Deleting a Filing

i.  To delete a submitted filing, go:tottps://fccprod.servicenowservices.com/rmand cick on
0KS a[ 2 3 toaydéhe bottminio2thé page

See Figure 21 below.


https://fccprod.servicenowservices.com/rmd?id=rmd_welcome
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Robocall Mitigation Database

& Download Q View Database @ Login & Create Account

Figure21¢2 St O02YS LJ 3S3 Of AOdatalbagez 3 Ly ¢ G2 23 Aydz2

i.  Once you are logged into your account, click onfileeyouwant to deleteandthen click the
455t SGS¢ o dxightdfyheforin. G KS G2 LJ

See Figur@2 below.

DE|Ete
Castleberry Telephone Company Inc '

Robocall Mitigation Database
Provider Details
FCC Registration Number (FRN)

© | 0004317368

Business Name

Castleberry Telephone Company Inc

Business Address

125 Cleveland Avenue
PO Box 37
Castleberry AL 36432

Foreign Voice Service Provider Country

No v ©  United States of America

Figure22 ¢ Submitted Filing Of A 01 5SSt SiS¢ (2 RSESGS I FALAYS

ii. hyOS @&2dz Of A O ,appsp windddiwif dpfear givirdgyail the/option to cancel
or confirm the deletion.
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See Figur@3 below.

Figure23¢ Deletion Pogdp Windovk Of A O1 &/ 2y FANYXY 5SSt SGA2yé G2 R

iv. hyOS @&2dz Of A O1{éthé filidgywifl heNdmovedioin $hé RoBogall Mitigation
Database angou will be directed back to the Landing Pagef & 2 dz Of A Ol-upa/ I yOSf I
window will disappearthe filing will not be removed from the Robocall Mitigation Database,
and you will be placed back in the fdigjyou were reviewing.



