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Tranh Cac Tro lra
dao Gia mao
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Nhirng ké ltra dao qua dién thoai thwong nguy
trang danh tinh cta ching bang cach dung céac ky
thuat gia mao bat hop phap dé gii thong tin sai
sw that dén phan hién thi ID nguei goi cta ban.

Dé Iira ban tra |&i lai, nhirng ké gia mao c6 thé st
dung cadc ma khu vuc dia phwong va cac sé tréng
nhw quen thudc. Hodc bon ching cé thé mao nhan
mot cong ty ma ban cé giao dich, mét tién ich dia
phuwong, hay mét co quan chanh quyén.

Day la moét vai cach tét dé tranh bj Itra gat gia mao:

M’ DPulrng tra 16i cac cudce goi tr nhirng sé
khong biét.

Né&u ban & tra loi va d6 khong phai la nguoi
ma ban tuéng, dung day dua, hay gadc may.

Néu ké goi dién yéu cau ban nhan vao mot
nut dé ngrng nhan dwoc cac cudc goi, hay
chi gac may.

DPlrng bao gi® cho rang ID ngwdi goi cia mot
cudc goi khong dy kién 1a chinh thdng. Hay
gac may va goi lai bAng mot sé ma ban co thé
xac minh trén mét hoa don, théng bao hay
trang mang chinh thirc.
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Hay luén nghi ng® canh giac. Nhirng ké Itra
phinh cé thé hét strc thuyét phuc: Ching cé
thé hdi nhirng cau héi vd hai, hay gié giong de
doa hodc ddi khi cé vé qua tét dé 1a that.
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Birng dé 16 thong tin ca nhan — céc sb tai khoan,
sO An sinh Xa héi hay cac mat khau — hay

tra 1&i lai cho cac cau héi vé an ninh.

Hay hét strc can trong néu nhw ban bi gay ap
I(rc phai thanh toan ngay lap tirc.

Hay hai cong ty dién thoai ctia ban vé cac

cbng cu chan cudc goi cho du(yljg day co

dinh hoac cac wng dung cho thiét bi di dd ng.

Bao cao nhirng tro Itra dao gia mao cho co
quan thwe thi phap luat, FCC va FTC.
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Tim hiéu thém tai fcc.gov/spoofing
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Avoid Spoofing Scams
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Phone scammers often disguise their identity by
using illegal spoofing techniques to send false
information to your caller ID display. To trick you

into answering, spoofers may use local area codes
and numbers that look familiar. Or they may
impersonate a company you do business with,

such as a local utility, or even a government agency.

Here are some good ways to avoid being spoofed:
Don't answer calls from unknown numbers.

If you answer and it's not who you expected,
don’'t hang on, hang up.

If a caller asks you to hit a button to stop
getting calls, just hang up.

Never assume an unexpected call is
legitimate. Hang up and call back using a
number you can verify on a bill, a statement,
or an official website.
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Be suspicious. Con artists can be very
convincing: They may ask innocuous
questions, or sound threatening, or
sometimes seem too good to be true.
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Don’t give out personal information —
account numbers, Social Security numbers
or passwords — or answer security questions.

Use extreme caution if you are being
pressured for immediate payment.

Ask your phone company about call blocking
tools for landlines or apps for mobile devices.
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Report spoofing scams to law enforcement,
the FCC and the FTC.

R Learn more at fcc.gov/spoofing






